Q

8 & Pegem Egitim ve Ogretim Dergisi, 7(1), 2017, 83-114
52}

8 PEGEM www.pegegog.net
& AKADEMI

Examining Secondary School Students’ Safe Computer and Internet
Usage Awareness: An Example from Bartin Province
Ramazan YILMAZ ?, F.Gizem KARAOGLAN YILMAZ®, H.Tugba OZTURK®, Tugra KARADEMIR®

®Bartin University, Faculty of Education, Bartin/Turkey
®Ankara University, Faculty of Educational Sciences, Ankara/Turkey CrossMark

Article Info Abstract

Information and Communication Technologies (ICT) have been rapidly prevailed

DOI: 10.14527/pegegog.2017.004 i . o -
among the children and youths. Personal technologies facilitating the students to gain

Article history: some learning experiences both in and out of the schools also include many threats. It
Received 25 January 2016 is important for students to have high awareness of safe internet and computer use to
Revised 17 June 2016 overcome with these threats. In this research, it was aimed to reveal internet security
Accepted 19 December 2016 and computer usage awareness profiles of students studying in the secondary school.
Online 06 February 2017 The data were collected from 2029 students studying in the secondary schools in

Bartin Province in Turkey by using a questionnaire developed by the researchers. The
Keywords: data obtained from the questionnaire were analyzed based on the pre-determined
Children and teens, themes and the students’ information security and computer usage awareness profiles
Information security awareness, were revealed. The findings indicate that the majority of the students are insufficient
Social engineering, regarding information security and computer usage awareness and they could be
Threats, under risk in online settings towards the threats. In the discussion section, some
Information security protections. measures for the parents, schools and policy makers were mentioned to increase

students’ information security and computer usage awareness.

Article Type:
Research paper

Lise Ogrencilerinin Giivenli Bilgisayar ve internet Kullanim
Farkindaliklarinin incelenmesi: Bartin ili Ornegi

Makale Bilgisi Oz

DOI: 10.14527/pegegog.2017.004 Bilgi ve iletisim teknolojilerinin (BIT) kullanimi gocuk ve gengler arasinda hizla

yayginlasmaktadir. Ogrencilere okul iginde ve disinda 6grenme deneyimleri ve firsatlari

Makale Gegmisi: sunan kisisel teknolojiler ayni zamanda da bircok tehlikeyi binyesinde
Gelis 25 Ocak 2016 barindirmaktadir. Bu tehlikelerle miicadelede ise kullanicilarin guivenli bilgisayar ve
Dizeltme 17 Haziran 2016 internet kullanim farkindaliklarinin yiiksek olmasi 6nemlidir. Bu arastirmada, lise
Kabul 19 Aralk 2016 6grencilerinin glivenli bilgisayar ve internet kullanim farkindalik profillerinin ortaya
Cevrimigi 05 Subat 2017 konulmasi amaglanmistir. Arastirmanin verileri, Bartin il merkezindeki liselerde

O6grenim gobren 2029 Ogrenciden, arastirmacilar tarafindan gelistirilen bir anket
Anahtar Kelimeler: araciligiyla elde edilmistir. Anketten elde edilen verilere gére dgrencilerin giivenli
Cocuk ve gengler, bilgisayar ve internet kullanim farkindalik profilleri daha 6nceden belirlenen temalar
Bilgi glivenligi farkindaligl, temel alinarak analiz edilmistir. Arastirma sonuglari, égrencilerin biiyiik bélimiinin
Sosyal miihendislik, glivenli bilgisayar ve internet kullanim farkindaliklarinin yeterli olmadigini ve birgok
Tehditler, cevrimigi risklere maruz kalabileceklerini gbstermektedir. Arastirmanin tartisma
Bilgi glivenligi korunma yollar!. bélimiinde, 6grencilerin giivenli bilgisayar ve internet kullanim farkindaliklarini

artirmak amaciyla aile, okul ve politika gelistiricilerinin alabilecegi 6nlemlere yer
Makale Tiirdi: verilmistir.

Ozgiin makale

"Author/Yazar: ramazanyilmaz067 @gmail.com


http://crossmark.crossref.org/dialog/?doi=10.14527/pegegog.2017.004&domain=pdf

Ramazan Yilmaz et al. — Pegem Egitim ve Ogretim Dergisi, 7(1), 2017, 83-114

Introduction

Information and Communication Technologies (ICT) have been rapidly prevailed among the children
and youths. In order to provide students with a variety of learning experiences and opportunities in and
out of the schools, parents, educators and policy makers facilitated the students with PCs, mobile
devices and internet access. Although these technologies could be regarded as an opportunity for the
students to boost their cognitive and social development, these technologies might mean a threat and
in secureness for them. Misuse of the technologies brings about a concern for the parents and
educators. The children who use these technologies could be defenseless against the threats such as
pornography, cyber bullying, misleading information, contents including the elements of violence and
hatred, gambling and internet addiction, data loss and financial loss. It is important to ensure safe
internet and computer use to protect the children and youths from the aforementioned threats and
dangers (Yenilmez & Seferoglu, 2013).

Researchers’ remark that technical and legal obligations as well as implementations are considered
as a solution (Ben-Asher & Gonzalez, 2015; Choo, 2011) but they stress that human factor is the most
important factor in ensuring safe internet and computer usage (Arachchilage & Love, 2014; Shillair et al.,
2015; Van Bruggen, 2014). Furthermore, it is remarked that in ensuring the information security of the
users on the internet, it is important to raise awareness of the users rather than blockings, bans,
obligations (Chou & Peng, 2011; Cole, 2014; Valcke, Schellens, Van Keer, & Gerarts, 2007; Yan, 2009).
For instance, Vicks (2013) examines the use of internet filters in schools to ensure students’ safe
internet and computer use and finds out that extreme policies limiting user access might impede
accessing educational resources. Vicks suggests that instead of implementing restrictive policies, it is
important to foster a culture of appropriate use of the internet and raise information security awareness
of the students. In a study conducted by Murray (2014), the students' behavior on cyber bullying and
pornography as well as their safe use of internet in a catholic school were examined. It was found out
that majority of the students go online every day; 96.00% of them use social media; their use of ICT is
not safe and they often encounter with cyber bullying and pornography related problems. Murray
(2014) points out a solution which concerns raising awareness of the students, parents and administers
on safe internet and computer usage. From this point of view, it could be concluded that in ensuring
information security, some stakeholders including parents need to work collaboratively with the
students.

In the research studies dealing with ensuring safe internet and computer usage through human
factors and user awareness, in general, it was aimed to reveal out the users' safe internet and computer
usage awareness and their behaviors on safe ICT use (Leach, 2003; Rhee, Kim, & Ryu, 2009; Van
Bruggen, 2014), and also in the research it was examined that the impact of training about safe internet
and computer usage on awareness of users (Chou & Peng, 2011; Harris, 2010). In information security
studies, examples of variables could be given as revealing the profile of the students regarding their safe
use of internet (Ngogo & Flowerday, 2015), examining students' safe internet and computer usage
awareness and issues on cyber bullying (Murray, 2014), information sharing behaviors in the social
networks (Tamjidyamcholo et al., 2014) and students' opinions about use of filters in schools (Vicks,
2013). In these studies, participants of the studies are usually university students or adults. However,
given that the age group who are mainly under threats about use of ICT is children and youths (Cole,
2014), and there are emerging research studies on these groups (Alhejaili, 2013; Al-Jerbie & Jali, 2014;
Chen, 2014; Cole, 2014; Murray, 2014; Ngoqo & Flowerday, 2015; Tsim, 2006; Valcke et al., 2007; Vicks,
2013; Wishart, 2004; Yan, 2009). However, children's levels of information security awareness differ
from country to country; therefore, there is a need to conduct a study demonstrating particular profiles
of the students in a specific context. In line with this, according to Deisman (2008) it is helpful to
conduct research studies on safe internet and computer usage awareness at a national/regional level
since diversifying factors such as educational background of users, parents' awareness and internet
access policies affect the safe internet and computer usage awareness of children and youths.
Therefore, it is essential to conduct research studies dealing with awareness of children and youths at

84



Ramazan Yilmaz et al. — Pegem Egitim ve Ogretim Dergisi, 7(1), 2017, 83-114

the national/regional level and necessary legislations should be implemented and measures should be
taken. According to the researchers, there is a need to conduct new studies on safe internet and
computer usage awareness of children and youths dealing with specific variables such as age groups, the
school's information security policies and status of using technologies, parental and environmental
conditions (Berrier, 2007; Harshman, 2014; Vicks, 2013).

When national literature is examined, it could be seen that a variety of studies on safe internet and
computer usage were conducted focusing on university students, adults and ICT coordinators in Turkey
(Cakir, Hava, Giilen, & Oziidogru, 2015; Demirel, Yoériik, & Ozkan, 2013; Gokmen, & Akgiin, 2015;
Karaoglan Yilmaz, Yilmaz, & Sezer, 2014; Kiigukali & Bulbll, 2015). However, the number of studies
which sought to examine children and youths is limited (Kasikci et al., 2014; Tekerek & Tekerek, 2013).
In a comprehensive project regarding the aforementioned issues in Turkey titled as "EU Kids Online", the
children's activities on the internet, the risks they encounter and parents' awareness of their children's
experience on the internet in Europe and Turkey were reported (Kasikci et al., 2014). Participants of the
study consist of 1018 parents and students whose ages range from 9 to 16. The results show that
40.00% of the participants own either a PC or a laptop; 39.00% of them share a computer with other
family members and use the internet for 74 minutes in a day on average. Furthermore, it was found out
that 60.00% of the students connect to the internet in schools; 51.00% of the students use cyber cafes
to access to the internet and parents cannot monitor their children as they connect to the internet
outside of the house; the majority of the students do not have enough skills to use the internet and they
are under online risks. In a study conducted by Tekerek and Tekerek (2013), it was aimed to examine
primary and secondary school students' information security awareness in Maras Province in Turkey. It
was found out that the students' information security awareness of the ethical issues is at adequate
level whereas their awareness level about the rules and knowledge-required issues is low. The related
literature shows that the research whose participants are comprised of children and teenagers are
scarce and there is a need to reveal out more information and findings regarding this issue.

Aspects of Information Security

In terms of concerns of the information security in the literature, it is aimed to ensure that
availability, confidentiality and integrity of information are not compromised (Guldiiren & Keser, 2015;
Kritzinger & Smith, 2008). Taking a closer look at these studies, according to research findings, it is
stated that many threats and user error intended for different dimensions such as access and password
security, social network security, threats and defense methods, software installation and updating, e-
mail security, internet and network security, social engineering (manipulations of the people through
some tricks such as hiding or disguising real life identities, and awareness of users cause the information
security gaps (Alhejaili, 2013; Arachchilage & Love, 2014; Berrier, 2007; Chen, 2014; Van Bruggen, 2014;
Valcke et al., 2007). For instance, the major factors such as common use of computers, choosing weak
passwords, using the same password for different online environments, saving passwords in easily
accessible areas, such as on a notepad, and sharing password with other people might result in
information robbery. Furthermore, installing software obtained from online environments without
testing its reliability, not updating security software, and sharing an unsafe file on the internet and
networks can cause users to face with information security threats. In addition to this, lack of knowledge
about harmful software and social engineering are the main factors which cause problems in safe
computer and internet use. These problems expose the users with not only the information robbery but
also several materials and psychological issues. In addition, it is seen that the research with regard to
determining awareness of users about safe internet and computer use have focused only on specific
variables. Moreover, when it is considered that information security requires taking a holistic approach,
it is very important to conduct extensive research on determining user awareness as there is a gap in the
literature.
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Furthermore, In Turkey, although various studies about safe internet and computer use awareness
have been conducted, there is still a need to do more academic research focusing on youth and children.
According to the findings of a research conducted by Kasikci et al. (2014), it has been found out that the
majority of the students studying in Turkey access the internet at cyber cafes and schools, also some
part of students stated that they use the same computer with their parents at home. Accordingly, the
students partly can be under control with internet filtering software at schools, cyber cafes, and
parental monitoring at home. Even though cheaper technologies in recent years have rapidly been used
by the teenagers, the measures taken about threats of these technologies on teens are still limited.
Moreover, although safe internet and computer use is taught in ICT courses and internet filtering
software is used at schools in addition to parental monitoring out-of-class, parental monitoring is limited
with the shared computers. Providing students access to the internet with their personal technological
devices such as mobile phones, it is true that control of parents will be decreasing. Therefore, it is
needed to determine teenagers’ habits and awareness of safe internet and computer use and take
various measures according to this awareness stage.

To sum up, the research have shown that ensuring information security is possible with raising
awareness of the individuals and using protection tools in the right time and right place (Guldiren &
Keser, 2015). In this process, awareness is the first step to take and has roots in real life for the students
for them to take measures. It has also been reported that cybercrimes in Turkey are increasing due to
the threats on information security (Gokmen & Akgin, 2016), it is important to reveal out information
security awareness of the youths before it is too late. However, to our best of knowledge, there is
limited research examining information security awareness with comprehensive instruments at regional
levels. Furthermore, information security awareness of the students change rapidly over time, there is a
need for updated studies. Therefore, by taking into account of the research outcomes and
recommendations about safe computer and internet use, the purpose of this research is to reveal the
profile of the students studying at secondary schools. In line with this purpose, the following research
questions were sought for:

1. What is the situation about the student awareness of access and password security?

2. What is the situation about the student awareness of social network security?

3. What is the situation about the student awareness of threats, defense methods, and software
installation and upgrading?

4. What is the situation about student awareness of e-mail security?
What is the situation about student awareness of internet and network security?

What is the situation about student awareness of user awareness and social engineering?

Method
Research Design

In this study, a descriptive model used in quantitative studies was adopted. In a descriptive model, it
is usually aimed to examine an existing situation based on the themes. In line with the aims of the
present study, a descriptive model was adopted in order to find out the profile of the students studying
in secondary school in relation to their safe internet and computer use awareness under a variety of
themes.

Participants

The study group in this research consists of students studying in secondary school in the center of
Bartin Province in Turkey. According to the data obtained in 2014-2015 academic year, there are 17
secondary schools and 8299 students receive education in secondary schools in Bartin Province in
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Turkey. While choosing the sample that represents the population, stratified sampling method has been
utilized. Stratified sampling is a probability sampling procedure in which the target population is first
separated into mutually exclusive, homogeneous segments (strata), and then a simple random sample is
selected from each segment (stratum). The samples selected from the various strata are then combined
into a single sample (Daniel, 2012). In this research, for the purpose of calculating sample, population
was divided into 3 layers as follows: a) School type (Anatolian Schools, Science High School, School of
Fine Arts and Imam Hatip Vocational School), b) Grade level (9., 10.,11., and 12. Grades), c) Major. As a
result, 3029 students were chosen by using stratified sampling.

The data were collected on a volunteer basis through a questionnaire developed by the researchers
of the present study. In the returned questionnaires, if the students did not fulfill more than 5.00% of
the questionnaire, these students' questionnaires were not included in the study. Overall, the data
obtained from 2029 students were analyzed. The demographic information of the students in the study
is indicated as follows: 1087 female and 942 male students participated in the study. 94.00% (f=1907) of
the participants have personal computer and mobile devices such as smartphone, tablet and also 76% of
students (f=1542) have the internet connectivity on their personnel computer or mobile devices. 23.80%
(f=482) of participants reported that they have received training on safe computer and internet use
whereas 76.20% (f=1547) of them stated that they have not received any training on the issue yet.
Regarding the length of time spent on the daily use of computers/mobile devices, 10.50% (f=396) of the
students do not use computer/mobile devices every day; 22.10% (f=499) of them use approximately half
an hour; 37.90% (f=768) of them use between 1 and 2 hours; 14.20% (f=289) of them use between 3 and
4 hours; 6.30% (f=127) of them use longer than 4 hours. Considering the length of time for daily internet
use, 5.20% (f=105) of the students do not connect to the internet every day; 18.20% (f=369) of them
connect almost for half an hour; 40.20% (f=816) of them connect between 1 and 2 hours; 21.30%
(f=432) of them connect between 3 and 4 hours; 15.10% (f=307) connect longer than 4 hours. When
these findings are compared to Turkey’s average according to the May-June 2014 data obtained in the
EU Kids Online report (Kasikci et al., 2014), it could be assumed that length of time spent daily on the
internet use of students in the sampling has increased.

Instrument

The data were gathered through a questionnaire which was formed by the researchers of the
present study. The reason why a questionnaire was formed in this research is that a comprehensive
instrument consisting of sub-dimensions of safe computer and internet use awareness, access and
password security, social network security, threats, protection methods, software installation and
updating, e-mail security, internet and network security, user awareness and social engineering were
intended to measure.

While the questionnaire was being developed, at the first stage the problem statement was
identified and the literature was reviewed (Alhejaili, 2013; Al-Jerbie & Jali, 2014; Arachchilage & Love,
2014; Berrier, 2007; Chen, 2014; Chou & Peng, 2011; Kasikci et al., 2014; Lawler & Molluzzo, 2010;
Murray, 2014; Ngoqo & Flowerday, 2015; Shillair et al., 2015; Tsim, 2006; TUBITAK BILGEM, 2011; Valcke
et al., 2007; Van Bruggen, 2014), and subsequently themes were emerged. The subthemes determined
at the end of the literature review are demographic information, computer and access security, social
network security, threats and protection methods, e-mail security, password security, software
installation and update security, internet and network security, web security, user awareness and social
engineering. After identifying the themes, in the light of the literature, 60 items were created and an
item pool was formed. Among the items in the item pool, 53 items were chosen and pre-
implementation form was created in a form of a likert type questionnaire. In order to ensure validity of
the questionnaire, a table of specifications was formed and opinions of five educational technologies
experts who studied about information security and ethics and a Turkish Language expert were asked to
finalize the form. While the linguist examined the items of questionnaire in terms of language and
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expression and comprehensibleness, educational technologists reviewed the items of questionnaire
with regard to validity of scope, standard, structured, and aspect drawing on the feedback of the
experts, necessary revisions were made on the questionnaire. Subsequently, it was administered to 60
students who enroll in a high school except for the pilot schools in the study and have computer and
internet knowledge. Then, the questionnaire was reviewed and revised based on the criteria such as
linguistic validity, clarity and appropriateness of the items. Final version of the questionnaire consists of
nine sections and 47 questions in a likert style. After missing data among the data obtained via the
questionnaire were removed, the data were subjected to frequency analysis and the results of the data
analysis were reported based on the percentages and frequencies. Calculations were made for nine
themes separately. In general, themes were reviewed and interpreted by grouping the students'
responses of “never”, and “rarely” together and “often” and “always" together.

Data Analysis

KMO (Kaiser-Meyer-0Olkin) index was used in order to measure sampling adequacy, Barlett Test was
used to measure consistency between items and Cronbach Alfa was used to measure reliability. Factor
loadings of forty-seven items varied between .26 and .62. KMO was found as .86. As KMO value
approaches to 1, result of factor analysis becomes more significant. The KMO value between the .50 and
.70 is regarded as medium level, between .71 and .80 is regarded as good level, between .81 and .90 is
regarded as very good level and greater that .91 is regarded as great level (Field, 2005). Drawing on this,
it could be said that the sample in this research is enough to proceed to analyze the data. Also, it was
found that Bartlett test analysis is significant (Chi-square=16025.23, p<.01). After reliability of
questionnaire was examined, Cronbach alfa reliability coefficient was found as .86. The findings show
that the questionnaire is reliable. Percentage and frequencies were calculated for all items based on the
themes from the data obtained from students studying in secondary school.

Results

The findings of the research are presented below based on the sub-themes in the questionnaire.
Table 1 shows the findings regarding the awareness of the students of the password and access security
as a first theme.

When Table 1 is examined, it could be seen that almost half of the students' awareness is high while
other half of the students are under risk in terms of their awareness of this theme. Table 1 shows that
49.40% of the students log in their computers/electronics devices with a passport while 46.40% students
log in their computers with a password when they temporary log off and re-log in. Also it is indicated
that majority of students use common computers and other mobile devices and share their computer
and other mobile devices with others.

In addition, Table 1 shows that 15.10% of the students do not record their passwords; 43.90% of the
students can save their account when it is hacked; 13.80% of the students never use the same
passwords in his/her different accounts; 55.80% of the students' passwords include at least 8
characters; 45.00% of the students include special characters in their passwords; 23.00% of the students
include sequential characters in the passwords while 21.70% of the students do not include personal
information in their passwords. In general, drawing on the data in Table 5, it could be said that less than
half of the students' knowledge and awareness of e-mail security are high. In other words, majority of
the students are under risk in terms of protecting their email accounts. Table 2 below shows students’
awareness of social network security under theme two.

88



Ramazan Yilmaz et al. — Pegem Egitim ve Ogretim Dergisi, 7(1), 2017, 83-114

Table 1.

Students’ Awareness of Password and Access Security.

Awareness Never Rarely Sometimes Often Always

When | turn on my computer or other electronic f 216 312 497 500 504

devices, | log in with a password. % 10.60 15.40 2450 24.60 24.80

When | temporarily quit working on my f 217 400 470 467 475

computer or other electronic devices, | log off % 10.70 19.70 23.20 23.00 23.40

and then log in with a password.

| share my personnel computer and cell phone f 152 357 500 462 558

with people such as members of my family, % 7.50 17.60 2460 22.80 27.50

friends and relatives and use them together.

| save my passwords which | use on the internet, f 306 429 512 359 423

email and Facebook in a notebook in order not % 15.10 21.10 2520 17.70 20.80

to forget them.

| can take my account back when it is hacked. f 231 262 536 524 476
% 11.40 12.90 26.40 25.80 23.50

| use the same password on the environments f 281 387 481 469 411

requiring me to log in (computer, email, mobile % 13.80 19.10 23.70 23.10 20.30

phone, Facebook, etc).

| use passwords consisting of at least 8 f 187 279 431 475 657

characters. % 9.20 13.80 21.20 23.40 32.40

| use capital and small letters as well as numbers  f 319 364 433 465 448

and special characterssuchas"?, @, |, #,%,+,-, % 15.70 17.90 31.30 22.90 22.10

*, %" in my passwords.

My passwords include sequential characters f 467 292 483 406 381

such as 1,2,3,4 or order of the letters in the % 23.00 14.40 23.80 20.00 18.80

alphabet such as a,b,c,d.

My passwords include personal information such  f 441 347 395 508 338

as a name, surname, date of birth, date of place % 21.70 17.10 19.50 25.00 16.70

and national ID number.

Table 2.

Students’ Awareness of Social Network Security.

Awareness Never Rarely Sometimes Often Always

I share my personal information (Date of birth, f 340 518 434 408 329

Date of place, mobile number, home address % 16.80 25.50 21.40 20.10 16.20

and my school information etc) on social

networks (Facebook, Twitter etc)

| block the messages/ posts/ notifications/ friend  f 100 323 428 563 615

requests from the people whom | do not know % 490 15.90 21.10 27.70 30.30

on social networks.

| can change my security settings regarding who f 169 261 379 421 799

could see my postings. % 8.30 12.90 18.70 20.70 39.40

I can make a complain about posting/message f 204 271 379 453 722

which disturbs me on social networks. % 10.10 13.40 18.70 22.30 35.60

| can change the privacy settings of the f 140 303 411 470 705

pages/groups which | formed on social networks. % 6.90 14.90 20.30 23.20 34.70

| can change my social network setting the way f 164 306 510 419 630

that it appeals me when logging in a social % 8.10 15.10 25.10 20.70 31.00

network from the different devices or browsers.
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91.80% (f=1863) of the students in the study reported that they use a social network while 8.20%
(f=166) do not use a social network. Among the students who use a social network, 1799 students
stated that their parents are aware of their social network account; 34 students stated that their parents
are not aware of their account and 30 students stated that they are not entirely sure whether their
parents know or not. Table 2 reveals that 42.30% of the students do not share their personal
information on the social network; 58.00% of the students «can block the
messages/posts/notifications/friend requests from the people whom they do not know; 60.10% of the
students could secure their postings, 57.90% of the students can make a complain about disturbing
messages/posts; 57.90% of the students can change privacy settings of the groups/pages. In general,
drawing on Table 2, it could be seen that more than half of the students have considerable knowledge
and high awareness of social network security. A possible reason could be that the students use social
networks very often and they might have gained experience. Table 3 given below shows the students'
awareness of the threats, protection methods and software installation and upgrading which was
investigated under the third theme.

Table 3.
Students' Awareness of the Threats, Protection Methods and Software Installation and Upgrading about
Information Security.

Awareness Never Rarely Sometimes Often Always
I am aware of the malicious computer programs f 121 310 451 494 653
(virus, spyware, Trojan, etc) and how they can % 6.00 15.30 22.20 24.30 32.20

harm my computer or my electronic device
(tablet, mobile phone etc.).

| am aware of the protecting software (antivirus, f 126 293 434 468 708
spyware protections etc.) and benefits of the % 6.20 14.40 2140 23.10 34.90
protecting software.
| install protecting software on my computer. f 147 350 403 460 669
% 7.20 17.20 19.90 22.70 33.00
| can understand if my computer and other f 148 305 448 582 546
devices are infected by malicious software. % 7.30 15.00 22.10 28.70 26.90
| download and install software without a license  f 349 354 451 438 437
(pirate) on my computer or other electronic % 17.20 17.40 22.20 21.60 21.50
devices.
| investigate whether the website on which | f 250 332 438 480 529
download program etc. is safe. % 12.30 16.40 21.60 23.70 26.10

Table 3 demonstrates that 56.50% of the students are aware of the malicious computer software;
58.00% of the students are aware of the benefits of the protecting software; 55.70% of the students can
actively use protecting software and 55.60% of the students can understand whether their computers
are infected by malicious software or not. In general, it could be said that almost half of the students
have considerable knowledge and high awareness of how to ensure their information security towards
the threats. Other half of the students are under risk in terms of their proficiency and awareness of this
theme.

In addition, when Table 3 is analyzed, it could be seen that 34.60% of the students do not install
pirate software on their computers/other electronic devices; 49.80% of the students investigate
whether the website on which they download program etc. is safe. In addition to the items in Table 3,
the students were also asked how often they update their antivirus software. 17.20% (f=348) of the
students reported that they do not update; 3.60% (f=73) update every day; 3.20% (f=64) update weekly;
3.10% (f=62) update monthly; 3.30% (f=67) update biannually; 4.10% (f=83) of the students update
annually or longer and 65.60% (f=1332) of the students update automatically. The students were also
asked how often they backup their digital files. It was found out that 45.90% (f=931) do not backup,
5.20% (f=105) backup every day; 7.30% (f=148) of the students backup weekly; 14.20% (f=288) of the

90



Ramazan Yilmaz et al. — Pegem Egitim ve Ogretim Dergisi, 7(1), 2017, 83-114

students backup monthly; 12.80% (f=260) of the students backup biannually; 14.60% (f=297) of the
students backup annually or longer. In general, when the themes of software installation, updating and
backing up are considered based on the data, it could be seen that less than half of the students'
awareness of information security is high. In other words, given their awareness status and proficiency
in aforementioned themes, majority of the students are under risk. The students' awareness of e-mail
security was categorized under theme 4 as could be seen in Table 4.

Table 4.

Students’ Awareness of E-mail Security.

Awareness Never Rarely Sometimes Often Always
I hide the receivers' email addresses when I send  f 322 338 411 440 518
an email to more than one person. % 1590 16.70 20.30 21.70 25.50
I can mark emails, which | do not want to f 198 227 464 510 630
receive, as spam emails. % 9.80 11.20 2290 25.10 31.00
| check the source of an attachment sent by an f 272 358 533 382 484
email before | download and open it. % 13.40 17.60 26.30 18.80 23.90
I do not reply an email which | do not know and f 204 287 422 432 684
cannot recognize its sender. % 10.10 14.10 20.80 21.30 33.70
I do not click on the links in an email sent by f 158 336 420 496 619
whom | do not know and cannot recognize. % 7.80 16.60 20.70 24.40 30.50

Table 4 signifies that 47.20% of the students hide the receivers' email addresses when sent to
multiple receivers, 56.10% of the students can mark unwanted emails as spam, 42.70% of the students
scan the email attachments for viruses, 55.00% of the students do not reply the emails which they do
not know the sender, 54.90% of the students do not click on the links in the emails which they do not
know the senders. In general, Table 4 shows that almost half of the students' awareness of email
security is high. Other half of the students are under risk in terms of their proficiency and awareness of
this theme. The students' awareness of internet and network security was categorized under theme 5 as
could be seen in Table 5.

Table 5.
Students’ Awareness of the Internet and Network Security.
Awareness Never Rarely Sometimes Often Always
| change my modem password regularly. f 254 437 492 441 405
% 12.50 21.50 24.20 21.70 20.00
| share my modem password with my f 287 400 454 548 340
friends/neighbors or | use their passwords if they % 14.10 19.70 22.40 27.00 16.80
share with me.
| connect to the wireless networks, which | know, f 156 319 484 529 541
from my computer or other electronic devices. % 7.70 15.70 2390 26.10 26.70
| take security measures necessary for safe online f 237 269 492 509 522
shopping. % 11.70 13.30 24.20 25.10 25.70
I click on "yes" or "OK" options without reading the f 254 380 492 467 436
messages when | surf on the internet. % 12.50 18.70 24.20 23.00 21.50
| prefer to use web sites which have é icons and f 225 289 507 429 579
https. % 11.10 14.20 25.00 21.10 28.50
| use video, music, film, etc. files and software which f 219 428 434 518 430
| downloaded or received from my friend by % 10.80 21.10 21.40 25.50 21.20
scanning them with antivirus software.
I scan the files shared through software such as f 240 409 477 464 439
LimeWire, Ares for viruses before opening them. % 11.80 20.20 23.50 22.90 21.60
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Table 5 points out that 41.70% of the students change their modem password regularly; 33.80% of
the students do not share their modem password with others; 52.80% of the students only connect to
the wireless network which they recognize. According to the data given at Table 8, it could be seen that
50.80% of the students take measures on doing online shopping; 31.20% of the students do not click on
the irrelevant messages during surfing; 28.50% of the students prefer to use websites with https
characteristics; 49.60% of the students scan the movie/music/video files which they downloaded from
the internet; 44.50% of the students scan the files which they obtained from file exchange software. In
general, based on the data on Table 5, it could be said that less than half of the students' awareness of
internet and network security remains high. In other words, given their awareness status and
proficiency in aforementioned themes, majority of the students are under risk. The students' awareness
of user awareness and social engineering was categorized under theme 6 as could be seen in Table 6.

Table 6.

Students’ Awareness of User Awareness and Social Engineering.

Awareness Never Rarely Sometimes Often Always
| am aware of what the meaning of safe computer f 149 311 524 479 566
and internet use is. % 7.30 15.30 25.80 23.60 27.90
I am aware of the responsibilities in ensuring safe f 155 233 474 596 571
computer and internet use as an individual. % 7.60 11.50 23.40 29.40 28.10
I am aware of whom to issue my complaints and f 130 329 483 545 542
where to apply when | face with a safe computer % 6.40 16.20 23.80 26.90 26.70
and internet use related situation.

| am aware of what exactly the cybercrimes and f 216 352 473 473 515
their scope are. % 10.60 17.30 2330 23.30 25.40
I am aware that | should not share the folder f 138 326 406 549 610
including copyrights such as mp3, software on the % 6.80 16.10 20.00 27.10 30.10
internet.

| am aware that | should not download the folder f 152 337 515 413 612
including copyrights such as mp3, software on the % 7.50 16.60 25.40 20.40 30.20
internet.

| follow the policies/implications of the Ministry of f 279 376 468 431 475
Education and the government in ensuring safe % 13.80 18.50 23.10 21.20 23.40
computer and internet use.

I tell my family about disturbing situations regarding  f 200 419 511 426 473
safe computer and internet use which | encounter % 9.90 20.70 25.20 21.00 23.30
on the internet.

| tell my teacher about disturbing situations f 326 407 451 446 399
regarding safe computer and internet use which | % 16.10 20.10 22.20 22.00 19.70
encounter on the internet.

I tell my friend about disturbing situations regarding f 179 384 478 442 546
safe computer and internet use which | encounter % 8.80 18.90 23.60 21.80 26.90
on the internet.

My parents monitor my electronic devices such as f 289 382 515 405 438
my computer and my mobile phone. % 14.20 18.80 25.40 20.00 21.60
My parents inform me about whether | could ensure  f 252 408 415 514 440
safe computer and internet use when using my % 1240 20.10 20.50 25.30 21.70

computer and other electronic devices.

When Table 6 is examined, it could be seen that 57.50% of the students are aware of the
responsibilities in ensuring information security as an individual; 53.60% of the students know whom to
issue his/her complains and where to apply when they encounter with safe internet and computer use
related problems; 48.70% of the students know what cyber-crimes are and scope of cyber-crimes;
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44.60% of the students follow the policies and implementations in relation to safe internet and
computer use. Furthermore, when students encounter with the safe internet and computer use related
problems, 44.30% of the students share with their parents; 41.70% of the students share with their
teachers; 48.70% of the students share with their friends. In addition, 41.60% of the students' parents
monitor their use of electronic devices; 47.00% of the students are acknowledged by their parents. In
general, drawing on the data in Table 6, it could be said that majority of the students' awareness of user
awareness is low.

Discussion, Conclusion and Implementation

In the light of the findings based on the themes, the data were almost equally spread between each
choice of “never”, “rarely”, “sometimes”, “often”, and “always” for access and password security, social
network security, threats and protection methods, software installation and upgrading e-mail security,
internet and network security, user awareness and social engineering themes. This suggests that the
number of the students with high safe computer and internet use awareness is low, in general. In line
with the findings of our study, Kasikci et al. (2014) reported that although 83.40% of the children in
Turkey said that “I know a lot about internet”, in reality their internet literacy awareness was very low.
However, compared to Kasikci et al. (2014)'s study, it could be claimed that the students’ average
internet use got higher in the schools nowadays. In addition, Kasikci et al. (2014) found that even though
40.20% of the students in Turkey use their own computers to access to the internet, parents still claim
that they experience difficulties in monitoring their children’s internet use. On the other hand, according
to European Online Children study results, 70.00% of the parents speak to their children about their
online activities and 58.00% of the parents monitor their children’s internet use (Kasikci et al., 2014).
When it is considered that 95.00% of students in the sampling population have their personnel
computer and mobile devices it could be concluded that parents’ supervision would be even more
difficult. The most significant reason for this situation is that students who have their own mobile
computers or mobile devices can connect to the internet from any part of their home or outside of their
home. A further important dimension of risks arising from the aforementioned issue is that according to
this study’s findings, majority of the students did not share the occasions they experienced about safe
computer and internet use with their parents. In this context, it can be said that the students’ parents’
awareness levels regarding computer and internet use are low.

Parents are naturally concerned about how their children use computer and the internet and act in
the virtual worlds. Information is needed to ensure that parents are able to decide, with their child,
what is appropriate and safe for their use (ENISA, 2011). Nevertheless, the families who are not aware
of information security enough will fail to help both children and themselves. Many institutions from
policymakers to schools have failed to solve these problems. Policymakers should ensure environments
and new policies which will decrease the level of parents’ information security awareness. To provide
new environments, policy makers and schools can perform new education concertedly. The purpose of
awareness education is basically to draw attention on security (Wilson & Hash, 2003). In addition to
these findings, it is seen that students’ daily computer usage frequency is also influenced by students’
information security awareness. In Europe Online Kids Project, it is stated that 25 percent of the
students in Turkey were exposed to online hazards because of excessive use of the internet; this rate is
33.00% all across Europe (EU Kids Online, 2011). According to the data obtained from Turkish statistical
institute in 2015 April, rate of families who have internet access throughout Turkey is 69.50% and the
individuals whose age range vary from 16 to 74 utilize the internet at home. If students’ daily computer
use has an influence on students’ information security awareness, parents should monitor their children
while they utilize the internet at home. For this, some measures could be taken as follows (ENISA, 2011):

e Install filtering and parental control software on children’s computers.
e Advise children not to share their passwords with friends or others.
e Be part of children’s activities in the Virtual World,

e Educate children about taking responsibility of using technology in general.
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However, in order to implement these measures, parents must have awareness of information
security and sufficient level of knowledge about it. When the students’ responses under the social
networking awareness theme are analyzed in the study; the number of the students who could (or did)
control sharing personal information, block messages and applications from unwanted people, adjust
security settings of their profiles/pages were higher than average; and compared to other themes,
students’ awareness was higher in this theme. In the Europe Online Kids Project, it is found that 59.00%
of the children varying between 9-16 ages have a social media account and 26.00% of children having a
social media account have public profiles (EU Kids Online, 2011). Additionally, in some of the studies
conducted to assess security on social networking sites, it is found that youth have inadequate
knowledge about security on social networking sites (Kasikci at al., 2014; Lawler & Molluzzo, 2010). The
differences in the results of this study and the aforementioned studies could be derived from the
different level of use of the social networking sites as majority of the students use these networks and
thus, they are expected to be more knowledge which in turn leads them to have high level of
awareness.

Children and youths experience the following technical problems while using computer and internet;
computers are infected with virus and trojan software due to user actions, breaking down the computer,
and losing information and files (documents) and compromising software settings due to the previous
problems (Canbek & Sagiroglu, 2007). In this study, students’ answers under the threats and protection
methods theme revealed that students had high awareness level due to the damages that dangerous
software and viruses cause, awareness of protection software against malware, using this type of
software, and recognizing whether there was an infection of this type of software. It was found out in a
study conducted by Yildirim and Varol (2013) that many users did not use antivirus software. Similarly, in
the study conducted by Tekerek and Tekerek (2013) it is found that students’ awareness of malicious
software scanning, document protection, personal computer protection, firewall and filtering software
is low. In addition, students reported that their knowledge about safe internet and computer use
inadequate. While anti-spam and antivirus software usage rates are 72.00% in Europe, it is 46.00% in
Turkey (Kasikci et al., 2014). In our study, it is seen that students’ antivirus software use rate was
increased. This rise could be a consequence of the students’ adaption of computer and mobile devices
due to personal usage and as a result of intention of protecting personal information. In other words,
students may not be taking serious of protecting their personal information on the ICT tools that they
share with their parents, since they may be limiting their personal information on them; however they
might be taking protecting their personal information seriously on their personal ICT tools.

E-mail, and instant messaging types of communication environments are open to exploit children
(Bilgin, 2007; cite in Celen, Celik, & Seferoglu, 2011). Probability of students being exploited got high due
to possibility of students interacting with others online both in school and outside of the school with an
increasing possibility on the personal computers and internet access used by teens. For this reason, it is
expected that students have awareness of this issue. For the questions to assess awareness of the
students of email security, almost half of the students claimed that they hide the identities of the
receivers in multiple emails, mark the emails from unknown senders as a spam, scan the attached
documents with antivirus software before opening them, and do not click on the links in the emails from
unknown senders. In the fourth theme of password protection, most of the students reported that they
save their passwords in notebooks in order not to forget them, use the same passwords for different
environments, could not create strong and secure passwords, and did not know how to retake their
accounts back when their passwords were hacked. In general, it could be said that students' awareness
of email use is higher than their awareness of creating a secure password. However, when we consider
that the use of secure password is a prerequisite for safe email usage; students were under a security
risk even for this use. In the study conducted by Tekerek and Tekerek (2013) on K-12 students, it is
found that students’ password security awareness is low. In another study conducted by Mert, Bilbil
and Sagiroglu (2012) on eight grade students, it is found that 30.00% of the students only used small
letters, 17.00% of the students used only numbers, 17.00% of the students used various combinations of
uppercase, small case and numbers, and only 1.00% used special characters in their passwords. The
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research conducted by Kruger, Drevin and Steyn (2010) was revealed that half of the participants do not
know the meaning of a strong password. The findings about the email and password security issues
emerged from the present study are similar to the findings in their study.

In general, majority of the students’ awareness and knowledge of social networking security, threats,
and protection methods theme were found to be high. AlImost half of the students’ awareness of the
themes regarding access and password security and email security awareness were found to be high in
comparison to the other themes; however majority of the students' threats and protection methods,
software installation, internet and network security, user awareness and social engineering were found
to be low. In general, themes were reviewed and interpreted by grouping the students' responses of
“never”, and “rarely” together and “often” and “always" together. However, when considering safe
computer and internet use as a sensitive issue, the ideal interpretation of the student responses should
be in both ends; for instance, only "always" and "never" responses as both ends should be considered
due to the fact that information security is either (always) ensured or not (never).

In summary, it could be said that nowadays students have an individual technology access since
computer and internet technologies are getting cheaper, however the students’ safe computer and
internet use awareness under these six themes was found to be low. Although there are internet
filtering software used in schools and safe internet and computer use content is taught in ICT courses,
these implications are not enough to raise sufficient awareness of the students regarding safe internet
and computer use. Furthermore, although it was acknowledged that safe ICT usage would significantly
take place in the schools and thanks to the revision in ICT courses, it is seen that this provision is not
implemented effectively as intended. In the future studies, students', teachers', and administrators'
opinions on using internet filtering software at the schools could be investigated. Curriculum studies
about safe internet and computer use in ICT courses could be conducted. Although pre-service students
enrolled in the Department of Computer and Instructional Technologies Education claimed that they
have necessary knowledge and skills to ensure personal safe internet and computer use (Kurtoglu Erden,
2014), it is suggested that pre-service teachers should have training on internet access, ICT literacy,
technical infrastructure, ethical and legal issues for citizen groups, information security and security to
increase their awareness in order to improve e-democracy culture and online political process (Yildiz &
Seferoglu, 2014). According to Kaya and Tuna (2010) regardless of parents’ education levels if the
parents do not spend enough time with their children, if they do not guide their children on using ICT
safely and do not have enough knowledge on these issues, it is highly likely that their children spend
plenty of time with these technologies and develop unwanted behaviors or habits. For this reason, it is
essential to inform the public about the educational activities on these aspects. A good example of a
web based resource to improve safe internet and computer use awareness could be a web site
developed by TUBITAK BILGEM in the “I am Protecting my Information E-Learning Project”. In order to
establish the widespread effects of these resources, they could be used in ICT courses and in the courses
delivered by Public Education Centers. Also, public service announcement can be prepared regarding
these issues for teachers, managers and students. The parents can be acknowledged about safe internet
and computer use through seminars at the schools.

Limitations and Suggestion for Future Research

The present research adopting a descriptive survey method has several limitations. Firstly, research
data were gathered with a questionnaire developed by the researchers. In the future studies, both
guantitative and qualitative methods could be used for gaining deeper understanding of the related
issues. Also, items of questionnaire were written by taking account of students’ most frequent behaviors
on safe computer and internet use. However given that this topic is an extensive topic, user awareness
can be measured by utilizing different instruments that are broader in scope and with additional
themes. The other limitation of this research is that sampling is limited to the students who study in
secondary schools in Bartin Province in Turkey and who are in 15-18 age groups. In other words,
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research findings represent only secondary school students’ safe internet and computer use awareness.
In the future studies, conducting different studies dealing with the students from different age groups
and grades and different provinces would contribute to the literature. Also, new studies could be carried
out with administrators, policy makers, parents and teachers. Considering that safe internet and
computer use is a cultural phenomenon and the families have the most important role, studies with
parents would contribute to the literature.
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Tirkge Siiriim

Girig

Bilgi ve iletisim teknolojilerinin (BIT) kullanimi ¢ocuk ve gencler arasinda hizla yayginlasmaktadir.
Ogrencilere, okulda ve okul disi zamanlarda cesitli 6grenme deneyim ve firsatlari saglamak adina
ebeveynler, egitimciler ve politika belirleyiciler bilgisayar, mobil aygit ve internet erisimi gibi cesitli
teknolojik imkanlar sunmaya calismaktadir. Her ne kadar bu teknolojiler, cocuk ve genglerin bilissel ve
sosyal gelisimleri icin bir firsat olsa da, ayni zamanda onlari bircok tehdit ve tehlike ile karsi karsiya da
birakabilmektedir. Bu teknolojilerin ¢ocuk ve gencler tarafindan yanhs kullanimi ebeveynler ve
egitimciler (zerinde ciddi kaygilar olusturmaktadir. Bu teknolojileri kullanan g¢ocuk ve gengler;
pornografi, siber zorbalik, cevrimigi yagmacilik, yanhs bilgilendirme, siddet ve nefret iceren igerikler,
kumar ve internet bagimliligi, veri kayiplari, maddi kayiplar gibi tehdit ve tehlikelere karsi savunmasiz
kalabilmektedir. S6z konusu bu tehdit ve tehlikelerle miicadele etmede ise glvenli bilgisayar ve internet
kullaniminin saglanmasi 6nemli bir olgu olarak karsimiza ¢ikmaktadir (Yenilmez & Seferoglu, 2013).

Arastirmacilar glvenli bilgisayar ve internet kullaniminin saglanmasinda, teknik ve yasal yaptirim ve
uygulamalarin bir ¢6zim olarak kullanildigini ifade etmekle birlikte (Ben-Asher & Gonzalez, 2015; Choo,
2011), guvenligin saglanmasinda en oOnemli unsurun insan faktori oldugunu belirtmektedir
(Arachchilage & Love, 2014; Shillair et al., 2015; Van Bruggen, 2014). Ayrica, kullanicilarin internet
ortamindaki glvenliklerini saglayabilmede; engellemeler, yasaklamalar, yaptirimlar yerine bireysel bilgi
ve farkindaliklarinin artirilmasinin daha 6nemli oldugu ifade edilmektedir (Chou & Peng, 2011; Cole,
2014; Valcke et al., 2007; Yan, 2009). Ornegin, Vicks (2013) tarafindan gergeklestirilen arastirmada,
ortaokulda 6grenim goéren 06grencilerin glivenli bilgisayar ve internet kullaniminin saglanmasinda
okuldaki internet filtrelerinin kullaniminin etkisi incelenmis, arastirma sonucunda asir kisitlayici
politikalarin egitsel ¢evrimigi kaynaklara erisimi engelleyebildigi ifade edilmistir. Arastirmaci, kisitlamalar
yerine glvenli internet kullanimina yonelik bilgi ve farkindaligin artirilmasina, dogru internet kullanim
kiltirintn olusturulmasina dikkat ¢ekmektedir. Murray (2014) tarafindan gergeklestirilen arastirmada
ise, teknoloji destekli Katolik lisesinde 6grenim gdéren genglerin glivenli internet kullanimlari ile zorbahk
ve pornografi davranislari incelenmistir. Arastirma sonucunda 6grencilerin blylk cogunlugunun her giin
internete girdigi, %96.00’sinin sosyal medya kullandigi, BIT kullanimlarinin giivenli olmadigi ve ¢ok sik
zorbalik ve pornografi durumlari ile karsilastigl gérilmustir. Arastirmaci bunun ¢éziimi icin de 6grenci,
ebeveyn, Ogretmen ve vyoneticilerin glvenli bilgisayar ve internet kullanimi farkindaliklarinin
artirlmasina dikkat cekmektedir. Bu noktadan hareketle, bilgi glivenligini ¢ocuklarda kazandirmada anne
ve babalar da dahil olmak tzere birgok paydasin isbirligine ihtiyag oldugu gorisiine ulasilabilmektedir.

Guvenli bilgisayar ve internet kullaniminin saglanmasinda insan faktoérina ve kullanici farkindahigini
ele alan arastirmalarda genel olarak; kullanicilarin giivenli bilgisayar ve internet kullanimi farkindalk
durumlari, giivenli BIT kullanim davranislarinin ortaya betimlenmeye calisildigi (Leach, 2003; Rhee, Kim,
& Ryu, 2009; Van Bruggen, 2014), bazi arastirmalarda da glvenli bilgisayar ve internet kullanimi
egitimlerinin kullanici farkindaligina olan etkisinin incelendigi gérilmektedir (Chou & Peng, 2011; Harris,
2010). Bilgi guvenligi ile ele alinan bazi degiskenler siber zorbalik (Murray, 2014), sosyal aglarda bilgi
paylasim davranis durumlari (Tamjidyamcholo et al., 2014), okullarda internet filtresi kullanimiyla ilgili
ogrenci gorusleri ortaya konulmaya (Vicks, 2013) seklinde &rneklendirilebilir. Yapilan arastirmalarin
biyiik cogunlugunda da Universite dgrencileri ve yetiskinler ile calisiimistir. Ote yandan, BIT kullaniminin
getirmis oldugu riskler agisindan en c¢ok tehdit altindaki grubun ¢ocuk ve gencler oldugu (Cole, 2014)
dikkate alindiginda ise bu gruplar lzerinde yeni arastirmalar yapilmaya baslandigi gorilmektedir
(Alhejaili, 2013; Al-Jerbie & Jali, 2014; Chen, 2014; Cole, 2014; Murray, 2014; Ngoqo & Flowerday, 2015;
Tsim, 2006; Valcke, Schellens, Van Keer, & Gerarts, 2007; Vicks, 2013; Wishart, 2004; Yan, 2009). Ancak
cocuklarin bilgi glivenligi dizeyi her llkede farkhlik gostermektedir; dolayisiyla yerel sinirlar iginde
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durumu ortaya koyan calismalara ihtiya¢ vardir. Buna kosut olarak, Deisman'a (2008) gore givenli
bilgisayar ve internet kullanimi farkindalik arastirmalarinin ulusal/bélgesel dizeyde incelenmesinde
yarar vardir. Clnkl egitim duzeyi, ebeveyn farkindalik durumlari, internet erisim politikalarindaki
farklilagmalar gibi birgok faktdr ¢ocuk ve genglerin glivenli bilgisayar ve internet kullanimi farkindahk
diizeylerinde degisiklige yol agabilmektedir. Bu nedenle konuyla ilgili cocuk ve genclerin farkindalik
durumlarinin ulusal/bdlgesel diizeyde arastirilmasi ve buna goére planlamalar yapilip 6nlemler alinmasi
onemlidir. Arastirmacilara goére c¢ocuk ve genglerin givenli bilgisayar ve internet kullanimi
farkindaliklarini; yas grubu, okulun teknoloji kullanim durumu ve giivenlik politikalari, ailesel ve gevresel
kosullar gibi daha spesifik degiskenleri ele alarak inceleyen yeni arastirmalara ihtiya¢c duyulmaktadir
(Berrier, 2007; Harshman, 2014; Vicks, 2013).

Ulusal alanyazin incelendiginde, Tirkiye’de gilivenli bilgisayar ve internet kullanimiyla ilgili olarak
katilimcilar yetiskinler, formator 6gretmenler ve Universite 6grencileri olan cesitli arastirmalarin (Cakir,
Hava, Giilen, & Oziidogru, 2015; Demirel, Yoriik, & Ozkan, 2013; Gokmen & Akgiin, 2015; Karaoglan
Yilmaz, Yilmaz, & Sezer, 2014; Kiigiikali & Biilbiil, 2015) yapildigi gériilmektedir. Ote yandan, gocuk ve
gencler Gzerine yapilan arastirmalarin sayisinin ise sinirli kaldigi (Kasikci et al., 2014; Tekerek & Tekerek,
2013) soylenebilir. Bu konuda yapilmis kapsamli arastirmalardan biri olan Avrupa Cevrimigi Cocuklar
Projesinde, Tirkiye ve Avrupa’daki cocuklarin internetteki faaliyetleri, karsilastiklar riskler ve
ebeveynlerin ¢ocuklarinin internet yasantilari ile ilgili farkindaliklari raporlanmistir (Kasikcr et al., 2014).
Arastirmaya 9-16 yas arasinda olup internet kullanan 1018 6grenci ve ebeveyn dahil edilmistir. Sonuglar,
katilimcilarin %40.00'inin kendisine ait bilgisayar ya da dizlsti bilgisayara sahip oldugunu, %39.00’unun
ise diger aile fertleri ile bilgisayari paylastiklarini ve giinde ortalama 74 dakika internet kullandiklarini
gostermistir. Ayrica arastirma, Tuarkiye'deki cocuklarin %60.00'inin okulda internet’e baglandigi,
%51.00’inin ise internet kafeleri kullandigl ve ev disi kullanimlar nedeniyle ebeveynlerin gocuklarin
internet kullanimini denetleyemedigi, cocuklarin biyik boéliminiin internet kullanim becerilerinin
yeterli olmadiginin ve birgok cevrimici risklere maruz kaldiklarini gdstermektedir. Tekerek ve Tekerek
(2013) tarafindan yapilan farkh bir arastirmada ise, Maras ilinde ilkdgretim ve lise 6grencilerinin bilgi
givenligi farkindalik durumlari ortaya konulmaya calisiimistir. Arastirma sonucunda O6grencilerin etik
konulardaki bilgi gtvenligi farkindalik dizeylerinin yeterli seviyede oldugu bulunmustur. Ancak
ogrencilerin kurallar ve bilgi gerektiren konulardaki farkindalik dizeylerinin disiik oldugu gézlenmistir.

Ulusal alanyazinda yapilan galismalar genel olarak degerlendirildiginde, hedef kitlesi cocuk ve gencler
olan arastirma sayisinin sinirli oldugu ve bu hedef kitleye yonelik kapsamli arastirma bulgularina ihtiyag
duyuldugu anlasiimaktadir. Turkiye’de cocuk ve genglerin giivenli bilgisayar ve internet kullanimi
farkindalklarini inceleyen gesitli arastirmalarin yapilmaya baslandigi goérilmektedir. Ancak cocuk ve
genclerin givenli bilgisayar ve internet kullanimi farkindaliklari konusunda hala bilimsel arastirmalara
ihtiyac vardir. Kasikei vd. (2014) tarafindan gergeklestirilen arastirma sonuglarina gére Mayis ve Haziran
2010 yili verilerine gore Tirkiye’deki 6grencilerin biylk ¢ogunlugunun okul ve internet kafelerden, bir
kisminin da ebeveynleri ile ortak kullanilan bilgisayarlardan internete eristikleri gorilmektedir.
Dolayisiyla okul ve internet kafelerde internet filtre programlari, evde ise ebeveyn faktori ile 6grenci
denetimi kismen de olsa saglanabilmektedir. Son yillarda ucuzlayan bilgisayar ve internet teknolojileri
gencgler arasinda hizla yayginlassa da bu teknolojilerin gengler lzerinde olusturacagi tehditlerle ilgili
alinan 6nlemlerin hala sinirli oldugu soylenebilir. Okul icinde BT dersleri ve internet filtresi, okul disinda
ise ebeveyn kontroli ile kismen de olsa glivenli bilgisayar ve internet kullanimi saglanmaktadir. Ancak
ebeveyn kontroli yalnizca ortak kullanilan bilgisayarlar ile sinirhdir. Glinimizde bireysel teknoloji erisim
imkanlar (6zellikle mobil cihazlar ile) géz 6niinde bulunduruldugunda ise ebeveyn denetimlerinin de
azalabilecegi bir gergektir. Bu nedenle genglerin bireysel giivenli bilgisayar ve internet kullanim
aliskanliklarinin belirlenmesi, farkindaliklarinin bilinmesi ve bu farkindalik durumlarina goére cesitli
onlemler alinmasi gerekmektedir.
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Bilge Giivenligi Kapsaminda Ele Alinan Konular

Alanyazindaki ¢alismalarda, hangi konularin bilgi guvenligi dahilinde ele alindigina bakildiginda ise
genellikle su Gg¢ baslik vurgulanmaktadir: Gizlilik, buttinlik ve erisilebilirlik (Gildiren & Keser, 2015;
Kritzinger & Smith, 2008). Bu basliklar ayrintilandiginda, arastirma sonuglarina gore 6zellikle; erisim ve
sifre glivenligi, sosyal ag givenligi, tehditler ve korunma yollari, yazilim yiikleme ve giincelleme, e-posta
glvenligi, internet ve ag glivenligi, sosyal (veya toplum) mihendisligi (bir bilgisayar korsaninin kimligini
gizleyerek veya farklh gostererek karsi tarafi aldatmaya dontk hileleri) ve kullanici farkindahgi gibi farkli
boyutlara yoénelik bircok tehdidin ve kullanici hatalarinin bilgi glivenligi aciklarina yol actigi ifade
edilmektedir (Alhejaili, 2013; Arachchilage & Love, 2014; Berrier, 2007; Chen, 2014; Van Bruggen, 2014;
Valcke et al., 2007).

Ornegin; bilgisayarin ortak kullanimi, giiclii olmayan sifrelerin tercih edilmesi, sifre isteyen tiim
ortamlarda ayni sifrenin kullanilmasi, sifrenin not defteri gibi herkesin ulasabilecegi ortamlara yazilmasi,
sifrelerin baskalar ile paylasiimasi bilgi hirsizligina yol agan baslica durumlardandir. Yine, bilgisayara
glvenirligi test edilmemis ortamlardan program ylklenmesi ve bilgisayardaki glvenlik yazilimlarinin
gincellenmemesi, internet ve ag ortamlarinda glivenli olmayan paylasimlarin yapiimasi kullanicilari bilgi
givenligi tehditleri ile karsi karsiya birakabilmektedir. Ayrica kullanicilarin tehdit olabilecek zararli
programlari bilmemesi, sosyal mihendislik gibi kavramlara asina olmamasi da glvenli bilgisayar ve
internet kullanimi sorunlarina yol agan baslica durumlardir. Bu problemler kullanicilari yalnizca bilgi
hirsizligl degil, ayni zamanda pek ¢ok maddi ve psikolojik sorunlarla da karsi karsiya birakmaktadirlar.
Bununla birlikte glvenli bilgisayar ve internet kullanimina iliskin kullanici farkindaligini belirlemeye
yonelik c¢alismalarda kullanici  farkindaliginin  ¢ogunlukla belirli boyutlar acisindan incelendigi
gorulmektedir. Ancak bilgi glvenliginin bir bitin oldugu géz online alindiginda kullanici farkindahgini
belirlemeye yonelik kapsamli calismalara duyulan ihtiyac alanyazinda kendini hissettirmektedir.

Sonug olarak, alanyazindaki ¢alismalarin da ortaya koydugu gibi bilgi giivenligini saglamanin en temel
ekseninde teknolojilere yatirirm yapmaktan ve de korunma amagh teknolojileri kullanmaktan ziyade
insanlarin bilinglenmesi, giivenlik teknolojilerini dogru zamanda ve yerde kullanmasi (Guldiren & Keser,
2015) ve bu dogrultuda farkindaliklarinin artirilmasi gerekmektedir. Farkindalik, 6grencilerin magdur
olmamasi icin dikkate alinmasi gereken ilk faktorlerdendir ve bu yoni ile 6grencilerin kendilerini
korumalarinda hayata donik temelleri olan bir etkendir. Ancak, ilkemizde giderek artan bilisim glivenligi
tehditlerinin sonucunda ortaya ¢ikan bilisim suclari (Gokmen & Akgiin, 2016) dikkate alindiginda 6zellikle
geng yastaki bireylerin magdur olmadan givenlik karnelerinin ortaya cikarilmasi gerekmekte iken
ozellikle geng yastaki 6grencilerin bilgi glivenligi profilini farkli agilardan biitiinciil olarak ortaya koyan
ulusal/bélgesel dizeyde bir calismaya ihtiyac duyulmaktadir. Ayrica, 6grencilerin bilgi givenligi
durumlarinin zaman iginde degisiklikler gosterebilecegi dikkate alindiginda, glincel bir ¢calismaya ihtiyag
duyulmaktadir. Dolayisiyla, glivenli bilgisayar ve internet kullanimi farkindaligi ile ilgili arastirma sonug ve
onerileri dikkate alindiginda gercgeklestirilen bu arastirmanin amaci, lise 6grencilerinin glincel glivenli
bilgisayar ve internet kullanim farkindalik profillerini ortaya koymaktir. Bu amag¢ dogrultusunda
arastirmada gelistirilen alt-temalar dikkate alinarak asagidaki sorulara yanit aranmaya ¢alisiimistir:

1. Ogrencilerin erisim ve sifre giivenligi hakkindaki farkindaliklari ne diizeydedir?

2. Ogrencilerin sosyal ag giivenligi hakkindaki farkindaliklari ne diizeydedir?

3. Ogrencilerin tehditler, korunma yollari, yazilim yiikleme ve giincellemeye iliskin farkindaliklari ne
dizeydedir?

4. Ogrencilerin e-posta giivenligine iliskin farkindaliklari ne diizeydedir?
5. Ogrencilerin internet ve ag giivenligine iliskin farkindaliklari ne diizeydedir?

6. Ogrencilerin kullanic farkindaliklari ve sosyal mithendislige iliskin farkindaliklari ne diizeydedir?
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Yontem
Arastirma Modeli

Bu arastirmada, nicel arastirma yontemlerinden betimsel modelden yararlaniimistir. Betimsel
modelde amaglanan, var olan bir durumu istenilen temalar altinda ortaya koymak ve agiklamaktir.
Arastirmada da, liselerde Ogrenim goren Ogrencilerin glivenli bilgisayar ve internet kullanim
farkindalklarini farkh temalar altinda inceleyerek var olan durum ortaya koymak istendigi icin betimsel
model segilmistir.

Katilimcilar

Arastirmanin evrenini Bartin il Merkezindeki liselerde dgrenim goren 6grenciler olusturmaktadir.
2014 — 2015 egitim o6gretim yili verilerine gore Bartin il merkezinde lise diizeyindeki okul sayisi 17,
dgrenci sayisi ise 8299'dur. Evreni temsil edecek drnekleme segilirken “Tabakali Orneklem Teknigi”
kullanilmigtir. Tabakali 6érnekleme evrene ait tim elemanlarin esit segilme sansina sahip oldugu bir
tekniktir. Bu galismada orneklem belirlemek amaciyla evren; a. Okul tirleri (Anadolu liseleri, Fen lisesi,
Mesleki ve teknik anadolu liseleri, Giizel sanatlar lisesi ve imam hatip liseleri), b. Sinif diizeyi (9., 10., 11.
ve 12. Sinif) c. Sube olmak tizere 3 tabakaya ayrilmistir. Bu calismada “tabakali 6rneklem yontemi” ile
belirlenen 3029 6grenci calismanin 6rneklemini olusturmaktadir.

Gonullulik esasina dayah olarak toplanan verilerde, arastirmacilar tarafindan gelistirilip uygulanan
anketin %5.00’inden fazlasini eksik dolduranlarin anketleri gegersiz sayilmis ve toplam 2029 6grenciden
elde edilen veriler analiz edilmistir. Arastirmaya katilan 6grencilerin demografik 6zelliklerine asagida yer
verilmistir. Arastirma kapsaminda 1087 kiz ve 942 erkek 6grenciye ulasiimistir. S6z konusu 6grencilerin
%94.00°U (f=1907) bireysel olarak kullandigi bilgisayar ya da mobil cihaza (akilli telefon, tablet bilgisayar
vb.) sahip oldugunu ve 6grencilerin %76.00’si (f=1542) da kisisel bilgisayar ya da mobil cihazlarinda
internet baglantisina sahip olduklarini belirtmislerdir. Orneklemi olusturan dgrencilerin %23.80’i (f=482)
guvenli bilgisayar ve internet kullanimi konusunda egitim aldigini belirtirken, %76.20’si (f=1547) bu
konuda herhangi bir egitim almadigini belirtmistir. Ogrencilerin giinliik bilgisayar / mobil cihaz kullanma
stirelerine bakildiginda %10.50’inin (f=396) her giin bilgisayar/mobil cihaz kullanmadigi, %22.10’unun
(f=499) yaklasik yarim saat, %37.90’inin (f=768) 1 ila 2 saat arasinda, %14.20’sinin (f=289) 3 ila 4 saat
arasinda ve %6.30’unun (f=127) 4 saatten fazla kullandigi belirlenmistir. Ogrencilerin giinliik internet
kullanma siirelerine bakildiginda %5.20’sinin (f=105) her giin internet kullanmadigi, %18.20’sinin (f=369)
yaklasik yarim saat, %40.20'sinin (f=816) 1 ila 2 saat arasinda, %21.30’unun (f=432) 3 ila 4 saat arasinda
ve %15.10’'unun (f=307) 4 saatten fazla kullandigi belirlenmistir. Bu bulgular Avrupa Cevrimigci Cocuklar
Projesindeki (Kasikci et al., 2014) Mayis ve Haziran 2010 yil verilerine gére Tirkiye ortalamasi ile
karsilastinildiginda &rneklemi olusturan 6&grencilerin  glnliik internet kullanim surelerinin arttig
anlasiimaktadir.

Veri Toplama Araglari

Bu arastirmadaki veriler, arastirmacilar tarafindan gelistiriimis olan bir anket ile elde edilmistir.
Arastirmada veri toplama araci olarak anketin tercih edilmesinin temel nedeni alanyazinda giivenli
bilgisayar ve internet kullanimi farkindahgini belirlemede kullanilan; erisim ve sifre glivenligi, sosyal ag
glvenligi, tehditler, korunma yollari, yazilim ylkleme ve giincelleme, e-posta giivenligi, internet ve ag
glvenligi, kullanici farkindaliklari ve sosyal miihendislik alt boyutlarini da iceren bir 6lgme aracina
ihtiyacin olmasidir.

Anket gelistirme silrecinin birinci asamasinda problem durumu belirlenmis ve alanyazin (Alhejaili,
2013; Al-Jerbie & Jali, 2014; Arachchilage & Love, 2014; Berrier, 2007; Chen, 2014; Chou & Peng, 2011;
Kasikci et al., 2014; Lawler & Molluzzo, 2010; Murray, 2014; Ngoqo & Flowerday, 2015; Shillair et al.,
2015; Tsim, 2006; TUBITAK BILGEM, 2011; Valcke et al., 2007; Van Bruggen, 2014) incelenerek bu
problem durumuna uygun temalar belirlenmistir. Bu alt temalar; erisim ve sifre givenligi, sosyal ag
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givenligi, tehditler, korunma yollari, yazihm yikleme ve glincelleme, e-posta gilivenligi, internet ve ag
guvenligi, kullanici farkindalklari ve sosyal mihendislik seklindedir. Alt temalarin belirlenmesinin
ardindan alanyazin taramasindan elde edilen bilgiler dogrultusunda, 60 madde yazilarak bir madde
havuzu olusturulmustur. Madde havuzundan anket taslak formunda yer almasi uygun bulunan 53
madde secilmis ve likert tipi derecelendirme ile 6n uygulama formu olusturulmustur. Anketin gecerligini
saglamak Uzere bir belirtke tablosu, olusturularak bir Tirk Dili uzmani ve bilgi givenligi ve etik
konularinda calisan bes egitim teknolojisi alan uzmaninin goriisiine basvurulmustur. Dil uzmani yazilan
anket maddelerini dil ve anlatim, anlasilabilirlik agilarindan incelemistir. Egitim teknolojisi alan uzmanlari
ise anket maddelerini kapsam, 06lglit, yapi ve goriinlis gegerligi agisindan degerlendirmislerdir.
Uzmanlardan gelen doénutler dogrultusunda anket Uzerinde gerekli dizenlemeler yapilmistir. Ardindan
anketin pilot uygulamasi 6rneklem digindaki bir lisede 6grenim goren ve bilgisayar ve internet kullanan
60 Ogrenci Gzerinde gergeklestirilmis ve dil gecerligi, anlasilirlik, seviyeye uygunluk gibi kriterler agisindan
degerlendirilerek yeniden diizenlenmis ve ankete son sekli verilmistir. Anketin son hali, dokuz bélim ve
47 sorudan olusan begsli likert olarak yapilandirilmistir. Arastirmacilar tarafindan uygulanan anket
sonucunda elde edilen veriler arasindan eksik veriler ¢ikarildiktan sonra frekans analizine tabii tutularak
arastirma bulgulari raporlanmistir. Hesaplamalar dokuz tema igin ayri ayri yapilmistir. Genel olarak
temalarin degerlendirilmesi surecinde “higbir zaman” ile “nadiren”; “¢ogu zaman” ile “her zaman”
gozenekleri birlikte yorumlanarak degerlendirilmistir.

Verilerin Analizi

Ankete iliskin faktor yuk degerleri, dlgimler igin érneklemin uygunlugunu belirlemede KMO (Kaiser-
Meyer- Olkin Mesaure of Sampling Adequacy) katsayl degeri, maddeler arasi tutarhligi belirlemede
Bartlett Testi ve glvenirlik icin Cronbach Alfa Guvenirlik Katsayisi’na bakilmistir. 47 maddenin faktor yik
degerleri .36 ile .62 arasinda degismektedir. KMO degeri ise .86 bulunmustur. KMO degeri 1’e yaklasikca
yapilan faktor analizi daha anlamli hale gelmektedir. KMO degerinin .50 ve .70 arasinda olmasi orta
diizey, .71 ve .80 arasinda olmasi iyi diizey ve .81 ve .90 arasinda olmasi ¢ok iyi dizey ve .91 ve Uzeri
olmasi mikemmel olarak adlandiriimaktadir (Field, 2005). Buradan hareketle 6rneklemin veri analizi igin
yeterli oldugu soOylenebilir. Yapilan Bartlett testiyle analizlerin sonucunun anlamh oldugu
gorulmuistir (Ki-kare= 16025.23, p<.01). Anketin givenirligi incelendiginde Cronbach Alfa Givenirlik
Katsayisi’'nin .86 oldugu belirlenmistir. Bu sonuglar élgme aracinin giivenilir oldugunu gostermektedir.
Toplanan verilerin analizinde frekans ve yiizde degerleri kullaniimistir.

Bulgular

Arastirma bulgulari veri toplama aracinin gelistirilmesi siirecinde belirlenen temalar dogrultusunda
asagida sirasiyla sunulmustur. Birinci alt tema olan erisim ve sifre glivenligi konusunda 6grencilerin
farkindaliklarini belirlemeye yonelik olarak toplanmis olan verilere Tablo 1’de yer verilmistir. Tablo 1
incelendiginde ogrencilerin yaklasik yarisinin bilgisayar ve erisim glivenligi konusunda farkindaliklarinin
yliksek oldugu, diger oOgrencilerin ise bu konulardaki farkindaliklari agisindan risk altinda oldugu
anlasilmaktadir. Tablo 1’e gore 6grencilerin %49.40"1nin bilgisayar/diger elektronik cihazlara sifre ile giris
yaptigl, %46.40'inin bu cihazlarin gegici olarak kapandiginda da oturumu tekrar sifre ile actiklar
belirlenmistir. Ayrica 6grencilerin biyik ¢ogunlugunun bilgisayar ve diger mobil cihazlarini baskalari ile
kullandiklari/paylastiklari gortlmektedir. Tablo 1’deki bulgulara gére o6grencilerin %15.10’unun
hesaplarinin sifrelerini herhangi bir yere yazmadig, %43.90'inin hesabi baskasi tarafindan ele
gegcirildiginde geri alabildigi, %13.8’inin hesaplarinda ayni sifreyi hi¢ kullanmadigi, %55.80’inin sifrelerinin
en az sekiz karakterden olustugu, %45.00'inin sifrelerinde 6zel karakterlerin bulundugu, %23.00’Gnin
sifrelerinde sirali  karakter bulunmadigi gorilirken, %21.70°inin de sifrelerinde kisisel bilgi
bulundurmadig belirlenmistir. Tablo 1’deki maddeler disinda 6grencilere sifrelerini ne kadar siklikla
giincelledikleri sorulmustur. Ogrencilerin %23.60’inin (f=478) giincelleme yapmadigini, %16.70’inin
(f=338) her ay, %19.20'si (f=389) l¢ ayda bir, %14.10’u (f=286) alti ayda bir, %14.20’si (f=289) yilda bir ya
da daha uzun silirede yaptigini ve %12.30’u (f=249) giincelleme 6nerisini sitenin yapmasini bekledigini
belirtmistir.
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Tablo 1.

Ogrencilerin Erisim ve Sifre Giivenligi Hakkindaki Farkindaliklari.

Farkindaliklar Hicbir Nadiren Arada Cogu Her
zaman sirada zaman zaman

Bilgisayar ya da diger elektronik cihazlarimi agarken f 216 312 497 500 504

baslangicta sifre ile giris yaparim. % 10.60 15.40 24.50 24.60 24.80

Bilgisayarin ya da diger elektronik cihazlarimin f 217 400 470 467 475

basindan kisa bir sireligine de olsa ayrildigimda % 10.70 19.70 23.20 23.00 23.40

oturumu kapatir ve tekrar sifre ile agarim.

Kisisel bilgisayarimi, telefonumu vb. yi aile, arkadas f 152 357 500 462 558

gibi yakinlarla paylasir, ortak kullanirim. % 7.50 17.60 24.60 22.80 27.50

internet, e-posta, Facebook gibi hesaplarimin f 306 429 512 359 423

sifrelerini unutmamak igin not defteri gibi bir yerlere %  15.10 21.10 25.20 17.70 20.80
yazarim.

Sifrem baskasinin eline gectiginde hesabimi geri f 231 262 536 524 476
alabilirim. % 11.40 12.90 26.40 25.80 23.50
Sifre isteyen tim ortamlarda (bilgisayara giris, e- f 281 387 481 469 411
posta, cep telefonu, Facebook gibi) ayni sifreyi % 13.80 19.10 23.70 23.10 20.30
kullanirim.
En az sekiz karakterden olusan sifreler kullanirim. f 187 279 431 475 657
% 9.20 13.80 21.20 23.40 32.40
Sifrelerimde; bliylk ve kiigtik harfler ve harflerin yani  f 319 364 433 465 448
sira, rakamve "?, @, |, #, %, +, -, *, %" gibi 6zel % 15.70 17.90 3130 22.90 22.10
karakterleri tercih ederim.
Sifrelerim 1, 2, 3, 4 gibi ya da a, b, c, d gibi klavyedeki f 467 292 483 406 381
harf sirasi, alfabedeki harf sirasi gibi sirali karakterler %  23.00 14.40 23.80 20.00 18.80
icerir.
Sifrelerim ad, soyadi, dogum tarihi, dogum yeri, TC f 441 347 395 508 338
Kimlik No gibi kisisel bilgileri igerir. % 21.70 17.10 19.50 25.00 16.70

ikinci alt tema olan sosyal aglarin giivenligi konusunda &grencilerin farkindaliklarini belirlemeye yonelik
olarak toplanmis olan verilere Tablo 2’de yer verilmistir. Calismaya katilan 6grencilerin %91.80’i (f=1863)
sosyal ag kullandigini, %8.20’si (f=166) sosyal ag kullanmadigini ifade etmistir. Sosyal ag kullananlarin
ogrencilerin 1799°u sosyal ag hesabi oldugu konusunda ebeveynlerinin haberi oldugunu, 34’0
ebeveynlerinin haberi olmadigini ve 30 tanesi de bu konudan tam emin olamadigini belirtmistir. Tablo 2
incelendiginde o6grencilerin %42.30’unun sosyal aglarda kisisel bilgilerini paylasmadigi, %58.00’inin
sosyal aglarda tanimadigi kisilerden gelen mesajlari/istekleri engelleyebildigi, %60.10’unun sosyal
aglardaki paylasimlarinin glvenligini saglayabildigi, %57.90’inin rahatsiz edici gonderi/iletilerle ilgili
sikdyet olusturabildigi ve %57.90"inin gruplarin/sayfalarin gizlilik ayarlarini degistirebildigi gortilmektedir.
Tablo 2 genel olarak degerlendirildiginde Ogrencilerin yarisindan fazlasinin sosyal ag glvenligi
konusundaki bilgi ve farkindaliklari yiiksek olarak degerlendirilebilir. Bunun nedeni olarak da sosyal
aglarin 6grenciler arasinda cok fazla kullaniliyor olmasi ve bu kullanima bagli olarak 6grencilerin bu
konularda deneyim sahibi olmalari gorilebilir.

102



Ramazan Yilmaz et al. — Pegem Egitim ve Ogretim Dergisi, 7(1), 2017, 83-114

Tablo 2.

Ogrencilerin Sosyal A§ Giivenligi Konusundaki Farkindaliklar:.

Farkindaliklar Hicbir Nadiren Arada Cogu Her
zaman sirada zaman zaman

Sosyal aglarda (Facebook, Twitter vb.) kisisel f 340 518 434 408 329

bilgilerimi (dogum tarihi, dogum yeri, cep telefonu, % 16.80 25.50 21.40 20.10 16.20

ev adresi, okulum gibi) paylasirim.

Sosyal aglarda tanimadigim kisilerden gelen f 100 323 428 563 615

istenmeyen mesajlari / gonderileri / bildirimleri / % 4,90 15.90 21.10 27.70 30.30
arkadaslik isteklerini engellerim.

Sosyal aglarda paylasacagim gonderilerin kimlerin  f 169 261 379 421 799
gorebilecegini glivenlik ayarlarindan degistiririm. % 8.30 12.90 18.70 20.70 39.40
Sosyal aglarda beni rahatsiz eden bir génderi / ileti 204 271 379 453 722

ile karsilastigimda o gonderi i¢cin  sikayet % 10.10 13.40 18.70 22.30 35.60
olustururum.

Sosyal aglarda olusturdugum gruplarin / sayfalarin  f 140 303 411 470 705
gizlilik ayarlarini degistiririm. % 6.90 1490 20.30 23.20 34.70
Sosyal ag hesabima yeni bir cihaz ya da tarayicidan f 164 306 510 419 630
giris yapildiginda sosyal agin bana uyari % 8.10 15.10 25.10 20.70 31.00

gondermesini saglayabilirim.

Ugiincii alt tema olan tehditler, korunma yollari, yazilim yiikleme ve giincellemeye iliskin 6grencilerin
farkindaliklarini belirlemeye yonelik olarak toplanmis olan verilere Tablo 3’de yer verilmistir.

Tablo 3.

Odrencilerin Tehditler, Korunma Yollari, Yazilim Yiikleme ve Giincellemeye iliskin Farkindaliklari.

Farkindaliklar Hicbir Nadiren Arada  Cogu Her
zaman sirada zaman zaman

Bilgisayar ya da diger elektronik cihazlarima (tablet, f 121 310 451 494 653

cep telefonu vb.) bulasabilecek zararli programlarin % 6.00 15.30 22.20 24.30 32.20
(viris, casus yazihm, truva ati, solucan, spam gibi)
neler oldugunu ve ne gibi zararlar verebileceginin

farkindayim.

Zararh  programlardan  koruma vyaziimlarinin  f 126 293 434 468 708
(antiviris, casus vyazihm oOnleme gibi) neler % 6.20 1440 2140 23.10 34.90
oldugunun ve ne ise yaradiklarinin farkindayim.

Zararh programlardan koruma  yaziimlarini  f 147 350 403 460 669
bilgisayarima ylkler ve etkin olarak kullanirim. % 7.20 17.20 19.90 22.70 33.00
Bilgisayarima ya da diger elektronik cihazlarima f 148 305 448 582 546
zararh yazilimlarin bulasip bulagmadigini anlarim. % 7.30 15.00 22.10 28.70 26.90
internetten bilgisayarima ya da diger elektronik f 349 354 451 438 437
cihazlarima lisansli olmayan (korsan) yazihmlar % 17.20 17.40 22.20 21.60 21.50
indirir ve yiklerim.

internetten yazilim, program vb. indirilecek sitenin  f 250 332 438 480 529
givenli olup olmadigini arastirirnm. % 12.30 16.40 21.60 23.70 26.10

Tablo 3 incelendiginde 6grencilerin %56.50’sinin bilgisayar/diger elektronik cihazlara bulasabilecek
zararh yazilimlarin farkinda oldugu, %58.00’inin bununla ilgili 6nlem almak igin kullanmalari gereken
programlarin ne ise yaradiginin farkinda oldugu, %55.70’inin koruma vyazilimlarini aktif olarak
kullanabildigi ve %55.60’inin zararl yazihmlarin bulasip bulasmadigini anlayabildigi tespit edebilmistir.
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Tablo 3 genel olarak degerlendirildiginde 6grencilerin yaklasik yarisinin tehditler ve korunma yollari
konusundaki bilgi ve farkindaliklari yiksek olarak degerlendirilebilir. Diger 6grencilerin ise bu
konulardaki yeterlilik ve farkindaliklari agisindan risk altinda oldugu anlagiimaktadir.

Tablo 3’teki bulgulara gore ogrencilerin %34.60'inin bilgisayar/diger elektronik cihazlara korsan
yazilimlar yiklemedigi, %49.80’inin internetten yazilim/ program indirdigi sitenin gtivenli olup olmadigini
arastirdigl tespit edilmistir. Tablo 3’deki maddeler disinda 6grencilere antivirlis programlarini ne kadar
siklikla giincelledikleri sorulmustur. Ogrencilerin %17.20’si (f=348) giincelleme yapmadigini, %3.60’I
(f=73) her giin, %3.20’si (f=64) her hafta, %3.10'u (f=62) her ay, %3.30’u (f=67) alti ayda bir, %4.10’u
(f=83) yilda bir ya da daha uzun siirede yaptigini ve %65.60"1 (f=1332) otomatik glincelleme yapildigini
belirtmistir. Ayrica 6grencilere dijital ortamdaki verileri ne kadar siklikla yedekledikleri soruldugunda
Ogrencilerin %45.90"1 (f=931) yedekleme yapmadigini, %5.20°i (f=105) her gin, %7.30’u (f=148) her
hafta, %14.20’si (f=288) her ay, %12.80’i (f=260) alti ayda bir, %14.60’1 (f=297) yilda bir ya da daha uzun
sirede vyaptigini belirtmistir. Yazihm yikleme, glincelleme ve yedekleme temasi genel olarak
degerlendirildiginde bu konularda bilgi ve farkindaligi yiiksek olarak degerlendirilebilecek 6grenci
sayisinin yarinin altinda kaldigi soylenebilir. Bir diger ifade ile 6grencilerin blyik ¢ogunlugunun bu
konudaki yeterlilik ve farkindaliklari agisindan risk altinda oldugu anlasiimaktadir.

Dordiinct alt tema olan e-posta glivenligi konusunda 6grencilerin farkindaliklarini belirlemeye
yonelik olarak toplanmis olan verilere Tablo 4’de yer verilmistir.

Tablo 4.
Ogrencilerin E-posta Giivenligi Hakkindaki Farkindaliklar:.
Farkindaliklar Hicbir Nadiren Arada Cogu Her
zaman sirada zaman zaman
Bir e-postayi birden fazla kisiye gonderirken alicilarin =~ f 322 338 411 440 518
e-posta adreslerini gizlerim. % 15.90 16.70 20.30 21.70 25.50
istemedigim e-postalari spam (istenmeyen e-posta) f 198 227 464 510 630
olarak isaretlerim. % 9.80 11.20 22.90 25.10 31.00
E-posta ile gelen bir eklentiyi agmadan o6nce f 272 358 533 382 484
kaynagini kontrol edip, virlis taramasindan gegiririm. %  13.40 17.60 26.30 18.80 23.90
Tanimadigim ve kaynagini bilmedigim kisilerden f 204 287 422 432 684
gelen e-postalara yanit vermem. % 10.10 14.10 20.80 21.30 33.70
Tanimadigim ve kaynagini bilmedigim kisilerden f 158 336 420 496 619

gelen e-posta mesajl igerisindeki baglantilara % 7.80 16.60 20.70 24.40 30.50
(linklere), dosyalara tiklamam, agmam.

Bir e-postayi birden fazla kisiye gdnderirken alicilarin =~ f 322 338 411 440 518
e-posta adreslerini gizlerim. % 15.90 16.70 20.30 21.70 25.50

Tablo 4 incelendiginde o6grencilerin %47.20’sinin ¢oklu e-posta gonderirken alicilari adreslerini
gizledigi, %56.10’unun istenmeyen postalari spam olarak isaretleyebildigi, %42.70’inin e-posta ekinde
gelen dosyalari virlis taramasindan gegirdigi, %55.00’inin tanimadig kisilerden gelen e-postalara yanit
vermedigini ve %54.90’inin bu e-postalarda bulunan baglantilara tiklamadiklari gérilmektedir. Tablo 4
genel olarak degerlendirildiginde 6grencilerin yaklasik yarisinin e-posta giivenligi konusundaki bilgi ve
farkindaliklarinin yiksek olarak degerlendirilebilir. Diger 6grencilerin ise bu konulardaki yeterlilik ve
farkindaliklari agisindan risk altinda oldugu anlasiimaktadir.

Besinci alt tema olan internet ve ag glivenligi konusunda 6grencilerin farkindaliklarini belirlemeye
yonelik olarak toplanmis olan verilere Tablo 5’de yer verilmistir.
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Tablo 5.

Ogrencilerin internet ve Ag Giivenligi Hakkindaki Farkindaliklar:.

Farkindaliklar Hicbir Nadiren Arada Cogu Her

zaman sirada zaman zaman

Modem sifremi diizenli olarak degistiririm. f 254 437 492 441 405
% 12.50 21.50 24.20 21.70 20.00

Modemimin sifresini arkadaslarimla/komsularimla f 287 400 454 548 340

paylasir ya da onlarin benimle paylastiklari sifreleri % 14.10 19.70 22.40 27.00 16.80

kullanirim.

Bilgisayarimla ya da diger elektronik cihazlarimla f 156 319 484 529 541

yalnizca bildigim ve glivendigim kablosuz internet % 7.70 15.70 23.90 26.10 26.70

baglantilarina baglanirim.

internetten giivenli alisveris yapmak icin gerekli olan ~ f 237 269 492 509 522

givenlik tedbirlerini alirim. % 11.70 13.30 24.20 25.10 25.70

internet sayfalarinda gezinti yaparken gikan f 254 380 492 467 436

mesajlari okumadan “evet” veya “tamam” gibi % 12.50 18.70 24.20 23.00 21.50

segeneklere tiklarim.

https ve & simgesi olan siteleri kullanmayi tercih f 225 289 507 429 579

ederim. % 11.10 1420 25.00 21.10 28.50

internetten indirdigim ya da arkadasimdan aldigim f 219 428 434 518 430

video, muzik, film gibi dosya veya programlari viris % 10.80 21.10 21.40 25.50 21.20

taramasi yaparak kullanirim.

internetten ya da ag lizerinden dosya paylasiminda f 240 409 477 464 439

bulundugumda, paylasilan dosyalari agmadan 6nce % 11.80 20.20 23.50 22.90 21.60

virlis taramasi yaptiririm.

Tablo 5 incelendiginde 06grencilerin %41.70’inin modem sifresini dizenli olarak degistirdigi,
%33.80'inin bu sifreyi baskalariyla paylasmadigl ve %52.80'inin yalnizca bildigi kablosuz internet
baglantilarina baglandigi gorilmustiir. Tablo 5'teki bulgulara gore 6grencilerin %50.80’inin internet
ahisverislerinde glvenlik tedbirleri aldigl, %31.20’sinin gezinti esnasinda karsilarina gelen alakasiz
mesajlara tiklamadigi, %28.50’inin https 6zelligindeki web sitelerini kullanmayi tercih ettigi, %49.60’s!
internetten indirdikleri film/miuzik/video gibi dosya ve programlari virlis taramasindan gegirdigi ve
%44.50'inin dosya paylasimi araciligiyla aldig1 dosyalari virlis taramasindan gegirdigi gorilmustar.

Tablo 5 genel olarak degerlendirildiginde internet ve ag gilivenligi konusundaki bilgi ve farkinda hgi
yiiksek olarak degerlendirilebilecek 6grenci sayisinin yarinin altinda kaldig1 séylenebilir. Bir diger ifade ile
ogrencilerin buyik ¢ogunlugunun bu konudaki yeterlilik ve farkindaliklari agisindan risk altinda oldugu
anlasiimaktadir.

Altinci alt temada kullanici farkindaliklari konusunda 6grencilerin farkindaliklarini belirlemeye yonelik
olarak toplanmis olan verilere Tablo 6’da yer verilmistir.

Tablo 6 incelendiginde 6grencilerin %57.50’inin birey olarak tzerine diisen sorumluluklarin farkinda
oldugu, %53.60'inin glvenli bilgisayar ve internet kullanimiyla ilgili sorun yasadiklarinda nereye ve nasil
basvuracaklarini bildikleri, %48.70’inin siber suglari ve bu suglarin kapsamini bildigi, %44.60"inin glivenli
bilgisayar ve internet kullanimiyla ilgili bilgilendirici politika ve uygulamalari takip ettigi anlasiimaktadir.
Ayrica, 6grencilerin giivenli bilgisayar ve internet kullanimiyla ilgili yasadiklari sorunlarda bu durumu
¢ogunlukla; %44.30’unun ailesiyle, %41.70’i 6gretmenleriyle, %48.70’i ise arkadaslariyla paylastiklarini
belirtmektedir. Yine, %41.60'inin kullandiklari cihazlarin aileleri tarafindan kontrol edildigi, %47’sinin de
aileleri tarafindan bilgilendirildigi gortlmektedir. Tablo 6 genel olarak degerlendirildiginde buyik
cogunlugunun kullanici farkindahginin disik oldugu degerlendirilebilir.
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Tablo 6.
Ogrencilerin Kullanici Farkindaliklari ve Sosyal Miihendislik Hakkindaki Farkindaliklari.
Farkindaliklar Hicbir Nadiren Arada Cogu Her
zaman sirada zaman zaman
Glvenli bilgisayar ve internet kullaniminin ne f 149 311 524 479 566
anlama geldiginin farkindayim. % 7.30 15.30 25.80 23.60 27.90
Guvenli  bilgisayar ve internet kullaniminin  f 155 233 474 596 571
saglanmasi konusunda birey olarak Gzerime disen % 7.60 11.50 23.40 29.40 28.10
sorumluluklarin farkindayim.
Guvenli bilgisayar ve internet kullanimimi tehdit f 130 329 483 545 542
eden bir olay ile karsilastigimda kimlere ve nereye % 6.40 16.20 23.80 26.90 26.70
basvurmam gerektiginin farkindayim.
Siber suglarin tam olarak neler oldugunun ve neleri f 216 352 473 473 515
kapsadiginin farkindayim. % 10.60 17.30 23.30 23.30 25.40
internette mizik, program gibi telif hakki iceren f 138 326 406 549 610
dosyalari paylasmamam gerektiginin farkindayim. % 6.80 16.10 20.00 27.10 30.10
internette miizik, program gibi telif hakki iceren f 152 337 515 413 612
dosyalari indirmemem gerektiginin farkindayim. % 7.50 16.60 25.40 20.40 30.20
Glvenli  bilgisayar ve internet kullaniminin  f 279 376 468 431 475
saglanmasi konusundaki Milli Egitim Bakanliginin ve %  13.80 1850 23.10 21.20 23.40
devletin politikalarini/uygulamalarini takip ederim.
internette karsilastigim giivenli bilgisayar ve internet  f 200 419 511 426 473
kullanimi ile ilgili olumsuz durumlar aileme % 9.90 20.70 25.20 21.00 23.30
anlatirnm.
internette karsilastigim giivenli bilgisayar ve internet  f 326 407 451 446 399
kullanimi ile ilgili olumsuz durumlari 6gretmenlerime %  16.10 20.10 22.20 22.00 19.70
anlatirm.
internette karsilastigim giivenli bilgisayar ve internet  f 179 384 478 442 546
kullanimi ile ilgili olumsuz durumlar arkadaslarima % 8.80 18.90 23.60 21.80 26.90
anlatirnm.
Ailem bilgisayarim ve telefon gibi diger elektronik f 289 382 515 405 438
cihazlarimi kontrol eder. % 14.20 18.80 25.40 20.00 21.60
Ailem bilgisayar ve diger elektronik cihazlann f 252 408 415 514 440
kullanirken glvenli bilgisayar ve internet kullanimi % 12.40 20.10 20.50 25.30 21.70

konusunda beni bilgilendirir.

Tartisma, Sonug ve Oneriler

Arastirma bulgulari temalar bazinda genel olarak degerlendirildiginde erisim ve sifre glivenligi, sosyal
ag glvenligi, tehditler, korunma yollari, yaziim yiikleme ve glincelleme, e-posta glivenligi, internet ve ag
givenligi, kullanici farkindaliklari ve sosyal miihendislik temalarinin tamaminda verilerin “higbir zaman”,
“nadiren”, “arada sirada”, “cogu zaman”, “her zaman” godzeneklerine yaklasik olarak esit oranh bir
sekilde dagildigi gorilmektedir. Bu durum giivenli bilgisayar ve internet kullanimi farkindaligi yiksek
olarak niteleyebilecegimiz o6grenci sayisinin genel olarak az oldugunu gostermektedir. Arastirma
bulgularini destekler nitelikte Kasikci et al. (2014) tarafindan gerceklestirilen arastirmada da Turkiye’deki
cocuklarin %83.40"1 “internet hakkinda ¢ok sey bilirim” demekle birlikte, cocuklarin aslinda internet
okuryazarlig ile ilgili farkindalklarinin az oldugu ifade edilmistir. Kasikci et al. (2014) tarafindan
gerceklestirilen arastirma sonucuyla kiyaslandiginda giinimiz 6grencilerinin giinlik internet kullanim
ortalamalarinin yikseldigi anlasilmaktadir. Ayrica Kasikci et al. (2014) tarafindan gergeklestirilen
arastirma kapsaminda internet erisimi icin kendi bilgisayarini kullanan 6grencilerin oraninin Tirkiye’de
%40.20 oldugu tespit edilmis ve bu orana ragmen ebeveynler ¢ocuklarinin internet kullanimlarini
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denetleyebilmede gliclik yasadiklarini ifade etmislerdir. Avrupa ¢evrimici ¢ocuklar arastirma projesi
sonuglarina gore, ebeveynlerin %70.00’i internette yaptiklariyla alakali olarak ¢ocuklariyla konusmakta
ve %58'i ise interneti kullanirken onlarin yakininda bulunmaktadir (Kasikci et al., 2014). Bu arastirmanin
orneklemini olusturan 6grencilerin %95.00’inin kisisel bilgisayar ya da mobil cihaza sahip olduklari goz
onlne alindiginda ise ebeveynlerin denetiminin daha da gliclesebilecegi sonucuna varilabilir. Clnki
ozellikle tasinabilir bilgisayar ya da mobil cihaza sahip olan 6grenciler evin herhangi bir yerinden ya da ev
disi ortamlarda da internete baglanabileceklerdir. S6z konusu bu durumun getirmis oldugu risklerin bir
diger 6nemli boyutu ise arastirmadan elde edilen bulgulara gore, 6grencilerin blylk ¢ogunlugunun
guvenli bilgisayar ve internet kullanimi ile ilgili yagadiklari olaylari ebeveynleri ile paylasmadiklaridir. Bu
durumda 6grencilerin bilgisayar ve internet kullanimlari ile ilgili ebeveyn farkindalik durumlarinin ¢ok aza
diistigu soylenebilir.

Ebeveynler dogal olarak ¢ocuklarinin sanal diinyayi nasil kullandiklari ve sanal diinyada nasil hareket
ettikleri konusunda endiseye sahiptirler. Neyin giivenli ve uygun oldugunu cocuklari ile birlikte karar
vermelerini saglamak icin ise yeterli bilgiye sahip olmalari gereklidir (ENISA, 2011). Fakat bilgi gtivenligi
konusunda yeterli farkindaliga sahip olmayan aileler hem kendilerine hem de ¢ocuklarina yardim etmek
konusunda oldukga yetersiz kalacaktir. Bu sorunun ¢éziimlenmesinde ise politika yapicilardan okullara
kadar bircok kuruma gorev dismektedir. Politika yapicilar, ebeveynlere bilgi giivenligi konusunda
farkindalk yaratacak olan ortamlari ve yeni politikalari sunmalidirlar. Yeni ortamlar ise politika yapicilar
ve okullarin isbirligi icinde egitimler araciligiyla yuritebilirler. Farkindalik egitiminde amag, giivenlik
konusuna basitce dikkat cekmektir (Wilson & Hash, 2003). Farkindalk yaratmak uzun soluklu ve ¢ok
zaman alici bir is olmadigi icin 6grenciler, ebeveynler ve tim ortak paydada yer alan kisiler rahatlkla bu
konuda egitilebilirler. Bu verilere ek olarak, 6grencilerin ginliik internet kullanimlari da bliyiik oranda
ogrencilerin bilgi giivenlik farkindaliklarini etkiledigi gorilmektedir. Avrupa gevrimigi cocuklar projesinde
de benzer sekilde Tiirkiye’de c¢ocuklarin yaklasik %25.00’ini internet’in asiri kullanimindan kaynakli
olarak ¢evrim igi risklere maruz kaldiklari, bu oranin Avrupa ¢apinda %33.00 oldugu belirtilmistir (EU Kids
Online, 2011).Tirkiye istatistik Kurumu 2015 verilerine gére Tiirkiye genelinde internet erisim imkanina
sahip hanelerin orani 2015 yili Nisan ayinda %69.50°dir ve 16-74 yas grubu bireylerin %87.10’u interneti
evde kullanmaktadir. Gunliik internet kullanimi eger bilgi gtivenligi farkindaligini etkiliyor ise ev icinde
ebeveynlerin 6grencileri internet kullanim siirecinde kontrol altinda tutmalar gereklidir. Bu konuda ise
alinabilecek 6nlemlerden bazilarina asagida yer verilmistir (ENISA,2011):

e Cocuklarin bilgisayarlarina filtreleme ya da ebeveyn kontroli saglayacak programlar kurmak.
e Sanal diinyadaki sifrelerini arkadaslari ile paylasmama konusunda ¢ocuklari egitmek.

e Geng kullanicilarin sanal diinya aktivitelerinin iginde yer almak.

e Cocuklari genel olarak teknoloji kullanimi sorumluluklari konusunda egitmek.

Fakat bu 6nlemlerin hayata gecirilebilmesi icin ebeveynlerin bilgi giivenligi konusunda farkindahga ve
yeterli bilgiye sahip olmalari gereklidir.

Arastirma kapsaminda, Ogrencilerin sosyal ag farkindahg temasi altinda verdikleri cevaplara
bakildiginda; kisisel bilgileri paylasmama, istenmeyen kisilerden gelen mesajlari ve uygulamalari
engelleyebilme, profilinin/sayfalarinin giivenlik ayarlarini degistirebilme gibi islemleri yapan/yapabilen
o6grenci sayisinin ortalamanin Ustiinde oldugu ve diger temalara gore bilgi ve farkindaliklarinin bu
temada daha yliksek oldugu gorilmektedir. Avrupa cevrimici cocuklar projesinde, 9-16 yas araliginda yer
alan cocuklarin %59.00'unun herhangi bir sosyal paylasim sitesinde profile sahip olduklari ve sosyal
paylasim sitesini kullanan gocuklarin %26.00’sinin herkese acik profile sahip olduklari belirlenmistir (EU
Kids Online, 2011). Ayrica, sosyal aglarda giivenligin saglanmasi lzerine yapilan bazi arastirmalarda da
genclerin sosyal ag kullanma konusunda yeterli glivenlik bilgisine sahip olmadiklari sonucuna ulasiimistir
(Kasikcr et al.,, 2014; Lawler & Molluzzo, 2010). Aradaki bu farkin nedeni ise 6grencilerin biylk
cogunlugunun sosyal aglari kullaniyor olmasi ve bu kullanim deneyiminin getirmis oldugu bilgi ve
farkindalktaki artisa bagh olabilir.
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Cocuk ve genglerin, bilgisayar ve internet kullanimi esnasinda karsilastiklari teknik sorunlar arasinda;
gocuklarin bilgisayara virls bulastirmasi, casus yazilimlarin girmesine misaade etmesi, bilgisayari
bozmasi, bunun sonucu olarak var olan belge ve dosyalarin kaybedilmesi ve bazi yazilim ayarlarinin
bozulmasi gosterilmektedir (Canbek & Sagiroglu, 2007). Arastirmada da, 6grenciler tehditler ve korunma
yollari giivenligi temasi altinda verdigi cevaplarda; zararli yazilim ve virlslerin verebilecegi zararlarin,
zararh programlardan koruma yazilimlarinin farkinda olma, bu programlari kullanma, zararh yazihmlarin
bilgisayara bulasip bulasmadigi fark edebilme ile ilgili farkindaligi yiiksek olan 6grenci sayisinin yiiksek
oldugu goriilmektedir. Yildirnm ve Varol (2013) tarafindan yapilan arastirmada ise birgcok kullanicinin
antiviris programi kullanmadiklari belirlenmistir. Benzer sekilde, Tekerek ve Tekerek’in (2013)
arastirmasinda da, kotucll yazillm denetlemesi yapma, belge koruma, kisisel bilgisayar guvenligi,
guvenlik duvan ve filtreleme yazilimlari kullanimi gibi konularda 6grencilerin farkindalklarinin disuk
oldugu gorilmustir. Ayrica 6grenciler, glivenli bilgisayar ve internet kullanimi konusunda yeterli bilgiye
sahip olmadiklarini belirtmislerdir. Ote yandan, istenmeyen iletileri 6nleme ve antiviriis programi
kullanma orani Avrupa’da %72.00 iken, Tlrkiye’de bu oran %46.00 olarak bulunmustur (Kasikci et al.,
2014). Bu arastirma sonucuna goére ise O6grencilerin antivirls programi kullanim oranlarinin yikseldigi
gorulmektedir. Bu yiikselisin nedenleri arasinda 6grencilerin bireysel olarak bilgisayar ve mobil cihazlara
sahip olup kullanmalari sonucu bu cihazlari daha da benimsemeleri ve buradaki kisisel bilgilerini koruma
niyetleri goriilebilir. Bir baska ifade ile 6grenciler ebeveynleri vb. ile ortak kullanilan BiT araglarinda daha
az kisisel bilgi bulundurabileceginden dolayi buradaki verilerin korunmasini ¢ok fazla Gnemsemiyor; buna
ragmen bireysel BT araglarindaki verilerin korunmasini ise daha fazla énemsiyor olabilirler.

E-posta, anlik mesajlasma gibi iletisim platformlari ¢ocuklarin su istimal edilmesine agik ortamlardir
(Bilgin, 2007; akt. Celen, Celik, & Seferoglu, 2011). Genglerin sahip oldugu bireysel bilgisayar ve internet
erisim olanaklarinin artmasi ile okul iginde ve disinda 6grencilerin sik sik g¢evrimigi ortamlardan
etkilesime girmesiyle bu siliregler icinde ¢esitli istismarlarla karsilasma olasiliklari yiksektir. Bu
nedenlerden dolayi da 6grencilerin bu konuda yeterli farkindaliga sahip olmalari 6nem teskil etmektedir.
Arastirmada, 6grencilerin e-posta giivenligi farkindaliklarini belirlemeye yonelik olarak sorulan sorulara
gore ogrencilerin yaklasik yarisi; toplu e-postalarda alici isimlerini gizlediklerini, istemeyen e-postalari
spam olarak isaretlediklerini, ekli dosyalari agmadan 6nce virlis taramasindan gegcirdiklerini, taninmadigi
kisilerden gelen e-postalar icerisindeki linkleri agmadiklarini sdylemislerdir. Dérdiincl alt tema olan sifre
givenligine yonelik olarak 6grencilerin buyik bir kismi; sifrelerini unutmamak icin not defterine kayit
ettigini, bazi ortamlarda ayni sifreyi kullandiklarini, giivenilir ve elde edilmesi zor olan sifreler
olusturamadiklari ve hesabi ¢alindiginda nasil geri alabilecegini bilmediklerini dile getirmektedir. Genel
olarak degerlendirildiginde 6grencilerin e-posta kullanma farkindaliklarinin, glvenli sifre olusturma
konusundaki farkindaliklarina gore daha yliksek oldugu soylenebilir. Ancak guvenli sifre olusturma
givenli e-posta kullaniminin 6n kosulu olarak degerlendirildiginde 6grencilerin bu agidan da risk altinda
oldugu goérilmektedir. Tekerek ve Tekerek (2013) tarafindan ilkégretim ve lise diizeyinde 6grenim géren
o6grenciler lizerinde yapilan arastirmada ise givenli sifre kullanimi farkindaliklarinin disiik oldugu; Mert,
Bulbil ve Sagiroglu (2012) tarafindan sekizinci sinif 6grencileri ile gergeklestirdikleri arastirmada da
ogrencilerin %30.00’unun sifrelerinde sadece kiiguk harf, %17.00’sinin sadece sayl, %17.00’sinin sadece
biylUk harf ile sayl veya sadece kiiclik harf ile sayi ve buyik harf, kiiciik harf, sayi, 6zel karakter
kullananlarin oranin ise %1.00 oldugu belirlenmistir. Kruger, Drevin ve Steyn (2010) tarafindan
gerceklestirilen bir ¢alismada ise katilimcilarin yarisinin gigli sifrenin ne demek oldugunu bilmedikleri
ortaya koyulmustur. E-posta ve sifre glivenligi acisindan 6grencilerin farkindalik durumlarinin bu
arastirma sonuglarina benzer seviyede oldugu séylenebilir.

Genel olarak degerlendirildiginde ise 6grencilerin blyik c¢ogunlugunun sosyal ag givenligi ile
tehditler ve korunma vyollari temasina yonelik bilgi ve farkindaliklarinin yiiksek oldugu gorilmustar.
Ogrencilerin yaklasik yarisinin erisim ve sifre giivenligi ile e-posta giivenligi temalarina yonelik bilgi ve
farkindalklari diger temalara oranla nispeten biraz daha yiksek olarak nitelenebilecegi ancak
o6grencilerin biylk cogunlugunun; tehditler, korunma yollari, yazilim yiikleme ve gilincelleme, internet ve
ag glvenligi, kullanici farkindaligl ve sosyal mihendislik temalarina yonelik farkindaliklarinin ise dusik
oldugu soylenebilir. Genel olarak temalarin degerlendirilmesi siirecinde “hicbir zaman” ile “nadiren”;
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“cogu zaman” ile “her zaman” gozenekleri birlikte yorumlanarak degerlendirilmistir. Ancak glvenli
bilgisayar ve internet kullanimi gibi hassas bir konuda olmasi gerekenin en ideali oldugu, bir diger ifade
ile g6zeneklerin en ug noktalari degerlendirilmeye alindi§inda ise bu oranin yari yariya diisebilecegi gdz
dniine alinmalidir. Ozetle, ucuzlayan bilgisayar ve internet teknolojileri ile birlikte giinimiiz gengliginin
bireysel teknoloji erisim imkanlarina sahip oldugu ancak Ogrencilerin alti tema altindaki gilivenli
bilgisayar ve internet kullanimi konularindaki farkindalk dizeylerinin genel olarak disik kaldig
soylenebilir.

Her ne kadar okullarda givenli bilgisayar ve internet kullanimini saglamak adina internet filtreleme
programlari ve bilisim teknolojileri derslerinde glivenli bilgisayar ve internet kullanimi ile ilgili kazanimlar
olsa da bunun bilgi ve farkindaligin olugmasinda yetersiz kaldigi gériilmektedir. Ayrica, okullarda bilisim
derslerinin miifredatinin degismesiyle beraber giivenli BIT kullanim egitimlerine agirlk verilecegi
belirtiimesine ragmen bunun da etkin uygulanamadigl anlasiimaktadir. Gelecek arastirmalarda okul
internet filtreleme programlarinin kullanimlari ile ilgili 6grenci, 6gretmen ve vyoOnetici gorisleri
incelenebilir. Okullarda Bilisim Teknolojisi derslerinde verilmekte olan giivenli bilgisayar ve internet
kullanimi egitimlerine yonelik mufredat calismalari yapilabilir. Yapilan arastirmalarda Bilgisayar ve
Ogretim Teknolojileri Egitimi b&liimlerinde okuyan 6gretmen adaylarinin kendilerini giivenli bilgisayar ve
internet kullanimini saglama konusunda yeterli bilgi ve beceriye sahip olduklari ifade edilmekle birlikte
(Kurtoglu Erden, 2014); 6gretmen adaylar arasinda e-demokrasi kilttriintn gelistirilmesi ve gevrimigi
politik uygulamalara katihm dizeyinin arttirilmasi igin diger bolimlerdeki 6gretmen adaylarina da hizmet
dncesi egitim siirecinde internet erisimi, BIT okuryazarlik durumu, teknik altyapi, vatandas gruplari ile
ilgili etik ve yasal konular, gizlilik ve giivenlik konularindaki farkindaliklarinin artirilmasi énerilmektedir
(Y1ldiz & Seferoglu, 2014).

Kaya ve Tuna’ya (2010) gore egitim durumu ne olursa olsun ¢ocuklarina yeterince zaman ayirmayan,
BIT’in giivenli kullanimi konusunda g¢ocuklarini bilingli sekilde yénlendiremeyen ve bu konularda yeterli
bilgiye sahip olmayan ebeveynlerin ¢ocuklarinin, bu teknolojilerle daha fazla vakit gecirerek istenmeyen
davranis bigimlerini bilingsizce gelistirmeleri olasidir. Bu nedenle bu konuda kamuyu bilinglendirmeye
yonelik egitimlerin de verilmesi 6nemlidir. TUBITAK BILGEM tarafindan hazirlanmis Bilgimi Koruyorum E-
Ogrenme Projesi kapsaminda hazirlanan web ortami giivenli bilgisayar ve internet kullanimi farkindalig
olusturmak adina hazirlanmis iyi 6rneklerden birisi olup, bunun yaygin etkisinin olusturulmasi adina
Bilisim Teknolojileri derslerinde ve halk egitim merkezi gibi kurslarda bu kaynaklara olan farkindalik
arttinlabilir. Yine 6gretmen, okul idaresi, ebeveyn ve 0Ogrencilere yonelik konuyla ilgili gesitli kamu
spotlari olusturularak farkindalklari artirilabilir. Okullarda ebeveynlerle toplantilar yapilarak givenli
bilgisayar ve internet kullanimi konusunda ebeveynlere disen sorumluluklar konusunda veliler
aydinlatilabilir.

Sinirliliklar ve Gelecek Arastirmalar igin Oneriler

Betimsel tarama yontemine gore ylritilen bu arastirmanin bir takim sinirhliklari bulunmaktadir.
Oncelikle arastirmanin verileri arastirmacilar tarafindan gelistirilen bir anket araciligiyla elde edilmistir.
Gelecek galismalarda nicel yontemlerin yani sira nitel yéntemler kullanilarak da daha derinlemesine
arastirmalarin yapilmasi yararli olacaktir. Ayrica anket maddeleri 6grencilerin glivenli bilgisayar ve
internet kullanimi ile ilgili sik gosterilen davranis durumlari dikkate alinarak hazirlanmistir. Ancak
konunun kapsamli bir konu oldugu dikkate alindiginda belirtilen temalar disinda yeni temalar altinda ve
daha kapsamli maddeler icerek sekilde 6lgme araclari ile kullanici farkindaliklari élgilebilir. Arastirmanin
bir diger sinirhligi ise 6rneklemin Bartin ili merkezindeki liselerde 6grenim gérmekte olan ve ¢ogunlukla
15-18 yas araligindaki 6grencilerle sinirli olmasidir. Bir diger ifade ile arastirma sonuglarinin yalnizca lise
ogrencilerinin givenli bilgisayar ve internet kullanim farkindaliklarini temsil etme yeterliligine sahip
oldugu sdylenebilir. Gelecek arastirmalarda farkli yas ve 6grenim gruplarindaki 6grenciler Gzerinde ve
sosyo-ekonomik olarak daha farkh bolgelerde de c¢alismalar gergeklestiriimesi yararli olacaktir.
Ogrencilerden farkli olarak egitim yoneticileri, dgretmenler, ebeveynler ve bu konuda ¢alisan politika
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gelistiriciler Uzerinde de c¢alismalar gergeklestirilebilir. Givenli bilgisayar ve internet kullanim
farkindahginin kultiirel bir olgu oldugu ve bu kiltiriin olusmasinda ailenin 6nemli bir rolliniin géz 6nline
alindiginda bu konuda ebeveynler lizerinde derinlemesine ¢alismalar yapmakta yarar vardir.

Tesekkiir ve Bilgilendirme

Bu ¢alisma Bartin Universitesi Bilimsel Arastirmalar Proje Birimi tarafindan desteklenmistir (Proje No:
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